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Release Notes: Vitalware 2.3.014
Release Date: 14 December 2012

Requirements

For Windows 2000, XP, 2003, Vista, Windows 7, Windows 8
Texpress 8.3.012 or later

TexAPI 6.0.011 or later

Perl 5.8.8 or later

New Features

e Supplementary Data: A new tab has been added to the Vitalware Multimedia Repository. The
Supplementary media tab is similar in layout to the existing Resolutions tab. Supplementary
media is media that is associated with the main document, but is not important enough to create
a new Multimedia record. For example, you may have prepared manually a thumbnail of an
image that highlights a particular part of the picture, rather than just a resize of the original. You
may wish to use this image on the web as the official thumbnail. The thumbnail is not new
media in its own right as it only makes sense in the context of the original image. The
Supplementary media tab allows the thumbnail to be registered with the original image and
flagged for use on the web:
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Supplementary media is available throughout the Vitalware client, including:

o Reporting (via the special supplementary tab column)
o Importing (also via the supplementary tab column)

o IMu multimedia server

o Multimedia menus (save, print, view)

Supplementary media may be any media type, including:
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o Images

o Video

o Audio

o Electronic documents
o URLs

A complete description of the support for supplementary media can be found in the attached
Supplementary Media documentation.

Password Management: Password management allows users to change their login password
within the Vitalware client. It also gives System Administrators the ability to implement a
password security protocol within Vitalware. The following capabilities are provided to users
by password management:

o Change Password - Vitalware users may change their password within the Vitalware
client.

The following capabilities are provided to System Administrators:

o Expire Passwords - users are forced to change their password after a specified number
of days.

o Lock Accounts - disable access to Vitalware for a given user account. The account may
be unlocked in the future.

o Lock Accounts on Login Failure - lock a user account if a specified number of
unsuccessful login attempts have been made.

o Expire Accounts - have a user's account locked at a specified date. The account may be
unlocked in the future.

o Force Password Reset - force a user to set a new password the next time they login
successfully to Vitalware.

o Validate Passwords - specify criteria that must be met for a new password to be
acceptable (e.g. the minimum password length, the number of upper case characters
required, etc.).
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A complete description of the support for password management can be found in the attached
Password Management documentation.

Dynamic Security: Dynamic security allows security settings to be altered based on the
contents of the record being displayed. The security can be set at the record level or at an
individual or collection of fields level. The dynamic security settings are specified in the



Vitalware Registry, allowing policy to be set on a per user, group or system-wide basis.
Dynamic security consists of three parts:

Security Update

The Security Update Registry entry allows the record level security settings to be altered
automatically based on the contents of the record being saved. For example, a record
may be made read-only when the Record Status field contains a value of Retired. The
format of the Registry entry is:

Group | group|Table| table|Security|Update|column|value|settings

where group determines which Vitalware group and table specifies the module affected
by the Registry entry. User and group default entries are also supported. When the
specified column contains the supplied value, then the settings are applied. The settings
allow values to be added, removed or replaced for any field in the record.

Column Access Modifier

The Column Access Modifier Registry entry allows the security settings specified by the
Column Access Registry entry to be modified based on values in the existing record.
The settings are evaluated after each change of value, providing immediate security
modifications. The format of the Registry entry is:

Group | group|Table| table|Column Access Modifier|column|value| settings

where group determines which Vitalware group and fable specifies the module affected
by the Registry entry. User and group default entries are also supported. When the
specified column contains the supplied value, then the settings are applied. The settings
allow column access permissions to be added, removed or replaced for any field in the
record.

Mandatory Modifier

The Mandatory Modifier Registry entry allows the mandatory settings specified by the
Mandatory Registry entry to be altered based on the contents of the current record. Like
the Column Access Modifier entry, the mandatory settings are evaluated after each
value in changed. The format of the Registry entry is:

Group|group|Table| table|Mandatory Modifier|column|valuel| settings

where group determines which Vitalware group and table specifies the module affected
by the Registry entry. User and group default entries are also supported. When the
specified column contains the supplied value, then the settings are applied. The settings
allow mandatory permissions to be altered for any field in the record.

The combination of Security Update, Column Access Modifier and Mandatory Modifier
Registry entries allow powerful security profiles to be specified. A complete description of the
support for dynamic security can be found in the attached Dynamic Security documentation.

Lookup List Maintenance: The lookup list maintenance sub-system in Vitalware has been
replaced with a self-maintaining system. The changes eliminate the need for the nightly or
weekly reloading of the Lookup List module. Since records are no longer reloaded, the Lookup
List module is now a "first class" module. Users can now add, update and delete entries in the
Lookup List module directly. There are three sections that make up the modifications:

Lookup List module

The Lookup List module has been upgraded to a fully functional module. Records may
be added, updated and deleted as in any other module in Vitalware. The following tabs
have been added:

= Notes (Attributed)



=  Multimedia

= Security
=  Admin
wwlutsrebuild

The vwlutsrebuild program is a server-side program used to rebuild the contents of the
Lookup List module based on the data stored in Vitalware. The previous version has
been replaced with a version that now only applies changes to the contents of the
Lookup List module. The data is no longer deleted and reloaded. The command no
longer needs to be run regularly, but may be used to check the contents of the Lookup
List module are consistent with the data stored in Vitalware.

lutserver
lutserver is a server-side program that monitors the Vitalware audit trail looking for
changes in data that may affect Lookup Lists. The server ensures that new values are

added, values no longer used are deleted (provided they are not permanent) and the
Used flag is maintained.

A complete description of the new Lookup List Maintenance facility can be found in the
attached Lookup List Maintenance documentation.

After Export Command: The Scheduled Export facility introduced in Vitalware 2.1.02 has
been extended to allow a post processing to occur after the export of the data is complete. The
post processing can:

o O O O O

Email the export files to a list of users.

Email the results of the export to a list of users.

Copy the export files to another machine behind a secure firewall.
Copy the export files over the internet via a secure transfer mechanism.
Send an SMS to a list of telephone numbers.
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The system has been designed to be extensible, allowing new procedures to be added as
required.

A complete description of the post processing facilities available can be found in the attached
After Export documentation.



Improvements

o Ignore empty values when Importing: The Vitalware Import wizard has been extended to
allow empty values to be ignored when searching for attachment records. If the option is
selected, any empty field in the importing data will match all values in that field in Vitalware.
This allows CSV data to be imported and attachments made where fields are left empty because
a value is not known. It also allows records to match for attachments where not all values in a
given hierarchy are known, or supplied, by the data source.

oy Import Wizard I

Attachments
Choose how attachments are handled.

Records may be referenced during the import process. When a reference is identified a
search is performed to detemine whether an existing record can be used. The search may
result in zer, one or many matches.

Click Change to modify how attachments are handled. Click Next to continue.
None found Create a new record.

One found |se first record found.

Many found Ask for comect record to be selected.

[ Only search records imported in this batch
[v lgnore empty values when attaching

4 Back

e Read only Image Formats: The Multimedia Repository has been extended to provide support
for image formats that can only be read. The image library used by Vitalware allows a number
of image types to be read but not written. As the format cannot be output, it is not possible to
generate images of these formats, however media may be added and viewed. In particular,
support for the display of DNG (Digital Negative) format is now available.

e Scan to PDF files: The Multimedia Repository allows documents to be scanned and saved in
Vitalware. Vitalware provides support for a number of formats in which the scanned document
can be saved. Support for PDF has now been added. PDF documents are now displayed in
Vitalware with the first page of the document shown. For configuration options consult the
Image File Extension Registry entry documentation in the Vitalware help.

e Unique Indexing: A new indexing Registry entry has been added that allows columns to be
defined as unique. The format of the entry is:

System|Setting|Table| table|Unique Index|column

where table specifies the module and column denotes the column in the given table for which
unique indexing is to be enabled. Once unique indexing is enabled, auto incrementation may
also be specified. See the Uniqueness and Auto-incrementation topic in the Vitalware help for
more details.

10



Lookup table permissions: The same Lookup table may be associated with a number of fields
across multiple modules, e.g. the Yes/No Lookup table. A new Admin Task Set Global Lookup
List Permissions has been added which allows the permission to be set for the Lookup table as a
whole without the need of having to set it for every column.

POS orders received from the shopping cart: The process to transfer orders from the
shopping cart to the POS system has been enhanced to store all of the data from a shopping cart
record in the Original Data of the POS record.

Match Lists reports: Reference fields have been added to the Match Lists module to allow
reports to be generated containing data from the associated registration modules.

Printing communications: It is possible to print communications on a printer that is not the
default printer. This option is available through the new Show Printer Dialogue Registry entry.
Manual stock number prediction: The manual stock number prediction has been changed so
that it may either increment or decrement the stock number. This is controlled by the new Stock
Print Direction Registry entry.

11



Issues Resolved

swe ____________________________________[Resolution |

The global replace operational privilege, daReplace, is required to A new operational privilege, daMerge, has been added to the
perform a number of functions in the Vitalware client. In particular it set of permissions. The new permission, rather than

is required for:

e Global Replace
e Relocate, Revalue, Recondition, Reidentify tools
e Record Merging

A number of requests have been made to create a new operational
privilege for record merging, as it is logically a separate activity.

The Ditto All command allows users to replace completely the
contents of an existing record. A request has been made that a new
operational privilege be created since all data elements are modified.
The privilege will allow System Administrators to restrict who can
use the Ditto All command.

If an image is displayed in the Multimedia tab and the user moves to
the next record, where the next record contains a video format that is
not supported, an error message is displayed indicating that the
format is not supported. Once the error message is dismissed, the
image of the previous record is still shown.

If the multimedia display on the Multimedia tab is showing multiple
thumbnails and the view attachments button is selected, all attached
multimedia records are displayed in the Multimedia Repository. The
selected thumbnail is not the first record displayed, forcing users to
move through the multimedia records to locate the required match.

If the Vitalware help files are invoked while the prompt language is
set to French (CA), then the English help text is shown rather than
the French text. The French text is displayed correctly when the

daReplace, is required to perform record merging.

A new operational privilege, daDittoAl1l, has been added to
the set of permissions. The new permission is required to
access the Ditto All command.

If a media format is not supported by Vitalware, the
multimedia display on the Multimedia tab is now cleared.

When the view attachments button is selected on the
Multimedia tab, all attached records are displayed with the
current record set to the thumbnail selected on the Multimedia
tab.

The French help text is now displayed when help is invoked
with the prompt language set to French (CA).

12



fsue _______________________________[Resolution |

prompt language is set to French.

Vitalware does not provide a way for setting a default value foran  The Set Default Value dialogue box allows records to be
attachment field in Query mode. The Set Default Value dialogue box attached as default values for attachment fields.

displays the field but does not provide an attachment button to allow

records to be selected.

The Column Colour Registry entry does not provide a mechanism for A column name of Default may now be used with the Column
setting the default colour for all controls in a module. Colour Registry entry to set the default colour for all controls
in a given module.

The lookup of security settings for the Security tab in property The lookup speed for security settings has been optimised to
dialogue boxes may be slow when a large number of users are provide faster loading of the Security tab in property dialogue
registered on the system. boxes.

The text colour used to display records in List View where the record The display of read only records in List View has been

is read only is a light grey colour. The colour makes the text difficult modified to use a grey background with black text. The change
to read against a white background and blue background when the =~ makes read only records more distinct visually.

record is selected.

The security profile generated for user Vitalware does not The security profile generated for user Vitalware only
contain any record level security restrictions (by design). If the provides unrestricted permissions for the first group listed,
Vitalware account is configured to allow multiple groups, the where multiple groups are supported. In general, the first group
Record Level Security settings will not reflect the group selected. listed should be the "super-user" group (usually Admin).

Rather no restrictions will apply. This makes it difficult to test group
permissions as user Vitalware.

The addition of multiple group support allows a user to be in more ~ The group of a user who inserts, modifies or deletes a record is
than one group, possibly at the same time. The Vitalware audit trail now recorded in the audit trail record.

records do not contain the group of the user who updated, inserted or

deleted a record. The user's group is useful for tracing why changes

were allowed to a record.

A user may set the format used to display dates via the Date Order ~ Users may now specify a date format with the date

Registry entry. The Vitalware server also has a default date display ~ components in any order. The order will be used for both data
format. In general these two settings should display the date entry and searching.

components (day, month, year) in the same order. If the order is

13
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different, then dates entered when searching must be in the server
defined order.

Vitalware uses the Windows Registry to try to determine the MIME The Vitalware Mime Registry entry has been extended to
type for a given file extension. If the MIME type cannot be allow it to override an entry in the Windows Registry.
determined, then the Vitalware Mime Registry is consulted. An issue

arises where a third party application has installed a bad mime type

into the Windows Registry. Multimedia records created for that

application will contain an invalid mime type value.

The log files generated by the various Vitalware server side processes Vitalware server side processes now log UTF-8 based record
may not output record based data correctly where the data is in UTF- data correctly.
8 format. The log files do not affect any records stored in Vitalware.

The audit trail data generated for loading into the Audit Trail module The audit trail data is now split up into a number of files where
may exceed the maximum file size when auditing has been disabled each file is limited to the maximum file size.
for a reasonable period.

If an attachments fails on a RichEdit control, then the original value When an attachments fails on a RichEdit control and the

is restored to the control. If the RichEdit control is then tabbed off,  original value is restored, the second attachment lookup no
the RichEdit control will try an attach query again. The second longer occurs.

lookup is not required as the RichEdit control has been restored to its

original value.

When the context menu is shown in List View by right clicking on a The Save and Launch menu options are now enabled correctly.
record that is not selected currently, the menu may not have the

correct menu options enabled. In particular the multimedia options

Save and Launch may be disabled when they should be enabled.

If an entry is selected from a ComboBox, where the associated The format setting is now applied for all ComboBox selections
column has a form set via the Vitalware Format Registry setting (e.g. where a format has been specified.

convert to uppercase), then the format is not applied to the value

selected.

If the value in a ComboBox is used to determine which tabs should The error message no longer occurs when tabs are adjusted due
be shown and the ComboBox is part of a hierarchy, then an error to a change in the ComboBox value.
message may be displayed when a new value forces the tabs to

14
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adjust.

The Edit Resource facility does not allow Microsoft Excel documents The Edit Resource facility has been expanded to invoke the

to be edited. Other Microsoft Office documents can be updated. The
problem is due to Excel not registering an Edit mechanism in the

Windows Registry.

The Field Help dialogue box may not be displayed correctly when
the option to Save last Size is enabled. The dialogue box shows the
help window with a grey area similar in size to the help window next

to it.

An Access Violation message may be displayed when closing a

crystal report that contains an image (e.g. logo) in the main report

and an Vitalware multimedia image in a sub-report.

The Field Help dialogue box may not display the correct extended
information (e.g. Column Name, etc) the first time it is invoked. The

correct information is shown for subsequent invocations.

An Access Violation error message may be displayed when Copy
and Paste is used to set a default value in Query mode via the Set

Default Value dialogue box.

If the escape key (ESC) is pressed when the Save Changes dialogue

box is displayed, then the changes are saved rather than being
cancelled.

When setting default values for Query mode for CheckBox controls
via the Set Default Value dialogue box, the order of the controls in

the dialogue box may not be the same as on the tabs.

When inserting a new record from Query mode, the Status Bar at the
bottom of the module form may indicate a number of records are
selected. No records should be selected since the insertion started

from Query mode.

If List View is displaying more columns than can be shown on the

screen and the screen is scrolled to the right and a row number is

View mechanism for a document if an Edit mechanism is not
found. The change does not guarantee the document can be
modified if the View mechanism is invoked.

The correct size for the Field Help dialogue box is now
maintained when Save last Size option is enabled.

The Access Violation message no longer occurs when closing
the report viewer.

The correct extended information is now shown the first time
the Field Help dialogue box is displayed.

The Access Violation error message no longer appears when
setting a default value via Copy and Paste.

The escape key now cancels changes made when the Save
Changes dialogue box is displayed.

The order of CheckBox controls in the Set Default Value
dialogue box is now the same as on the Query tabs.

The Status Bar no longer indicates any records are selected
when an insertion is started from Query mode.
List View no longer scrolls to the left most column when a row

1s selected.
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selected, then the List View scrolls to the left most column. The
scrolling of the columns makes it difficult to compare data in the
right most columns as they have scrolled off the screen.

When a new group is created for a set of record, the group name is ~ The Group Name for newly created groups is now added to the
not added to the Lookup List of group names until the next day. Lookup List when the group is saved.

The Reports Properties dialogue box may display an incorrect The correct Modified time for the report file is now displayed.
Modified time for the report file when daylight savings is in effect.

The time displayed is one hour behind the correct time.

The error message Cannot load image resource "Listlmg'" may be The error message no longer appears when an incorrect default

displayed when viewing default values via the Set Default Value value is set on a date field.

dialogue box. The error only occurs when an invalid value is set on a

date field.

If the Edit>Clear command is invoked in a grid in Display mode, When the Edit>Clear command is invoked in a grid,

then the value with focus is cleared in the grid, however Vitalware  Vitalware changes to Edit mode and the value with focus is
does not change to Edit mode and if the record is refreshed the cleared.

cleared value is re-displayed.

The error message TexAPI Error. Cannot allocate memory The error message no longer appears when the Viewing
(Number 100) at offset 0 may occur when the Viewing Attached>Selected Records command is invoked on a large

Attached>Selected Records command is invoked on a large number number of selected records.
of selected records (e.g. 150,000).

An Access Violation message may be displayed when a new version The error message is no longer displayed if a newer version of
of ImageMagick is installed on a user's computer and Vitalware is ~ ImageMagick is used.

configured to use the new version. The message is not displayed if

the version of ImageMagick distributed with Vitalware is used.

If a language other than All Languages is selected in the Report The Language selected in the Report Properties dialogue box
Properties dialogue box for a multi-lingual system (e.g. for a multi-lingual system is now saved correctly.
English/French), then the Language selection is not saved correctly

when the properties are exited.

The Vitalwaresecurity server side program may not be run Vitalwaresecurity is now run automatically when Security
automatically when Security Registry entries are removed. The issue Registry entries are changed to another type of Registry entry.
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only occurs when a Registry entry is changed from a security based
entry to another type of Registry entry.

When an image is added to the Multimedia Repository, the modified The modified time is no longer changed on the original image
time on the original image may be changed. The original image itself when added to the Multimedia Repository.
is not changed, just the modified time.

If a macron character is entered into a RichEdit control, then all text Text after a macron character is now displayed in the correct
stored after the macron character will be displayed in a different font. font.
The issue only occurs when the text is viewed in Display mode.

The list of fields available for reporting may contain some columns  Only columns that are displayed can be selected for reporting.
that cannot be viewed in Details View. Since the column cannot be

displayed, values cannot be entered so the columns should not be

selectable for reporting.

Under certain circumstances it is possible to save a record where a ~ The user is now prompted to confirm the new hierarchy of
hierarchy of values does not exist in the Lookup List module, without values.

being asked to confirm the new combination. The issue only arises if

the new combination matches an existing entry except the new

combination has some empty values.

An Access Violation error message may be displayed when A suitable error message is now displayed if the XSLT report
switching to Page View if the XSLT report used to generate the view does not exist on the Vitalware server.

does not exist on the Vitalware server.

The Vitalware Import facility does not honour the Column Access  The Import facility now honours the Column Access Modifier

Modifier Registry entry settings. Hence users may not be able to Registry entry.
update values for which they have been granted dynamic access.

A Grid index out of range error message may be displayed when  The error message no longer appears when trying to "Page
the Page Down key is pressed to try and move past the last page of  Down" past the last page.

records.

The keyboard shortcut to insert the current date (CTRL+; ) does not The keyboard shortcut for the current date now works correctly
work on a French keyboard. for French keyboards.

When switching prompt languages from English to French, dates The text values for months in dates are now changed correctly

displayed with the months as text did not change to use the text of the when the prompt language is changed.

17
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new prompt language. The issue only occurs if the language is
changed in the current session.

If a Lookup List is displayed on a grid control which in turn is
controlled via another grid control (a so called Nested Form

construct), then the list may not be restricted to the set of values valid

for the existing hierarchy.

The correct list of values is now displayed for hierarchies
represented by two grids linked together.

If the Down arrow key is pressed in an empty ComboBox control, the The Down arrow key now scrolls though the list of values in a
list of values may not scroll through the control. The issue only arises ComboBox control when a value is not selected initially.

1f a value is not selected in the ComboBox control.

When a scheduled export ran that produced no output, there was
nothing to indicate that it had run.

When using postal code lookups to import address information, the

keying of the street number for the street address would trigger a
second lookup to verify that the postal code was still valid.

When a scheduled export ran, there was no notification of it
completing.

On rare occasions the status of an order would not be set to
Complete when a certificate was printed.

On rare occasion the discount would not calculate until the user
exited the Products group box.

On rare occasions a credit card purchase was not refunded when a

POS record was cancelled.

The refund type could be set on a POS record even though no refund

was issued.

On rare occasions a user could be asked to insert a value into a
Lookup List even though the value already existed in the list.

A new parameter (-z) has been added to vwexport to
indicate that an empty export should produce a file indicating
that no records matched.

The functionality has been changed so that the default action is
not to trigger a second verification. This action can be altered
by setting the new Ignore Address Change Registry entry.

A new email field has been added to the schedule and if filled,
an email is sent to the address indicating the results of the
export.

The status of the order is now set to Complete

The discount is calculated when the user exits the Discount
field.

The credit card is now refunded.

The refund type is only set when a refund is issued.

The user is no longer asked if they wish to insert values that
already exist in the Lookup List.

When a row was copied and pasted into the POS module Sales grid, End of Day now balances when rows are copied and pasted

18
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it was possible that the End of Day amount for that day would not into the Sales grid.
balance.

An invoiced POS transaction with a reversed order could contain an The invoice total is correct for Transactions with revered
incorrect invoice total. orders.

If two users accessed the same POS transaction at the same time, one One user will now get a popup indicating that another user is
to print a receipt and the other to print certificates, it was possible for editing the record.
a duplicate POS record to be created.

A maintenance / amendment would be allowed to be applied even if The maintenance / amendment is now rolled back if the POS
the POS record it was associated with could not be updated. record is not able to be updated.

On occasions the overnight certificate printing scripts would not print The expected number of certificates is printed.
the expected number of certificates.

On occasions End of Day would not balance correctly if a partial End of Day now balances correctly when partial invoice
invoice payment was made. payments are made.

The entry of a negative payment amount was accepted. Negative payment amounts are not accepted.

On occasions the status for a Refund Item would not get set to The status of the Refund Item is set to Complete when the
Complete even though the refund had been issued. refund is issued.

On rare occasions when printing a certificate, duplicate Ledger and  Duplicate Order and Ledger records are no longer created.
Order records could be created causing End of Day to not balance.

The entry of a discount greater than a products cost was allowed. Only a discount up to the full product cost is allowed.

When making a second cash payment on a transaction that had a The correct change amount is displayed.
previous cash payment which required change, the incorrect change
amount could be displayed.

When viewing Historic records, the Stock Issued For Current Record The stock issued for the Historic record now displays
may not display the stock issued for the Historic record correctly. correctly.

When running a scheduled export via cron, the start date or the end  The start date and the end date are correctly set.
date could be incorrectly set on the export record.

On occasions the Date Of Event field in POS would not display the = The Date Of Event displays in the correct output date format.
entered date in the selected output format.

When logging in it was possible to select the OK button more that ~ The OK button may only be selected once.

19
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once, resulting in multiple licences being used.

When returning a range (subset) of issued stock that had previously = The returned stock is now accepted and no message is

been issued and returned, a message was displayed indicating that the displayed.

parent stock record could not be found.

When keying stock records it was possible to enter an invalid stock  Invalid stock numbers are no longer accepted.

number.

After swapping printers for certificates or receipts, the certificates The certificates and receipts print to the new print location.
and receipts still printed to the previous print location.

It was possible for a product to be issued prior to all of the mandatory Products are not issued until all mandatory fields have been
data being supplied. completed.

When using the show validation errors field colouring, the colouring Fields colours are reset when entering Insert mode.

was not reset when entering Insert mode.

Changes to page size and orientation in the Communications module The page size and orientation are correctly reset for the next
were not reflected in the next print of a letter. print of a letter.

When module field help is turned on and module caching is being The module remains the same size.

used, subsequent module displays increase the size of the module.
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Upgrade Notes

The upgrade from Vitalware Version 2.2.02 to Vitalware 2.3.01 involves a number of steps.
Please follow the instructions below carefully.

Do not skip any steps under any circumstances.

Before proceeding with the update please ensure that a complete backup of the Vitalware server
exists and is restorable.

There are four components that require upgrading:

o Texpress (the database engine)

o TexAPI (web services)

o Vitalware Server (the application)
o Vitalware Client (the client)

The notes below detail how to upgrade all systems. Check the Releases table for Client specific
notes.

In the notes below, clientname refers to the name of the client directory for the current
installation. The term ~vw is used to refer to user vw's home directory. This is normally
/home /vw.

Stopping Vitalware services

Login as vw

Enter client clientname

Enter 1s -1 loads/*/data* local/loads/*/data*

Check that each data directory is empty and that no data. t files exist.

If data. t files do exist, please wait for the loads to drain before proceeding.
Enter vwload stop

Enter vwweb stop

7. Enter texlicstatus

Make sure no one is using the system.

The upgrade will not complete successfully if users are accessing data.

b=

AN

Record Session

Each step in the upgrade process produces detailed output. In most cases this output will exceed
the size of the screen. It is st rongly recommended that the output of the upgrade session is
recorded, so if errors occur, the output can be examined.

1. Enter script /tmp/output-2-3-01

A new shell will start and all output recorded until the shell is terminated.
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Installing Texpress

Installing Texpress 8.3 is only required for the first client upgraded to Vitalware 2.3.01. Once

Texpress 8.3 has been installed, this section may be skipped for subsequent upgrades.

b=

10.

1.
12.
13.
14.

Enter cd ~vw

Enter mkdir -p texpress/8.3.xxx/install

Enter cd texpress/8.3.xxx/install

Obtain the appropriate Texpress version for your Unix machine.

Save the release in ~vw/texpress/8.3.xxx/install, calling it texpress. sh.

Enter sh texpress.sh

The Texpress release will be extracted.

Enter . ./.profile

Enter bin/texinstall~vw/texpress/8.3.xxx

The Texpress installation script will commence.

Enter cd ~vw/texpress/8.3.xxx

Enter . ./.profile

Enter bin/texlicinfo

Obtain your Texpress licence code and place it in a file called . 1icence.
Enter bin/texlicset< .licence to install the licence.
Enter \rm -fr install

Enter cd ~vw/texpress

Enter 1n -s 8.3.xxx 8.3

Upgrading KE TexAPI

Installing TexAPI is only required for the first client upgraded to Vitalware 2.3.01. Once TexAPI
has been installed, this section may be skipped for subsequent upgrades.

1.
2.

(98]

NSk

Enter cd ~vw/texpress

Enter mkdir 6.0.xxx

Obtain the appropriate TexAPI version for your Unix machine.

Save the release in ~vw/texpress, calling it texapi. sh.

Enter sh texapi.sh -i~vw/texpress/6.0.xxx (expand the ~vw).
Enter \rm -f texapi

Enter 1n -s 6.0.xxx texapi

Enter \rm -f texapi.sh

Upgrading Vitalware Server

b

Enter cd ~vw/clientname

Enter mkdir install

Enter cd install

Obtain the appropriate Vitalware server version bundle.

Save the release bundle file in ~vw/clientname/install calling it vw. sh.
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5. Enter sh vw.sh
The Vitalware release will be extracted.

6. Enter . ./.profile

7. Enter bin/vwinstallclientname
The Vitalware installation script will commence.

8. Enter cd ~vw/clientname

9. Enter cp .profile.parent ../.profile

10. Enter . ../.profile

11. Enter client clientname

12. Enter vwreindex

13. Removal of the temporary directory (and its contents) is recommended:
Enter \rm -fr install

14. Enter upgrade-2-3-01
The client will now be upgraded to Vitalware 2.3.01. If you are upgrading from a version
prior to Vitalware 2.2.02, you must run the upgrade scripts for all versions after the old
version be fore running the Vitalware 2.3.01 upgrade.

Starting Vitalware services

1. Enter vwload start
2. Enter vwweb start

Record Session
The recording of the upgrade session may now be terminated.
1. Enter exit
The session output is available in /tmp/output-2-3.01.
Upgrading Vitalware Client
Vitalware 2.3.01 does not require the new Windows client to be installed on every machine for
network installations. Updating the network server is sufficient. For standalone installations a

new client is required on each machine. To upgrade the Vitalware Client follow the Installing
Vitalware Client notes.

23


http://vitalware.kesoftware.com/client-area/downloads/vitalware/install-upgrade-notes/2-4/unix-new-installation/1929-5-install-vitalware-client
http://vitalware.kesoftware.com/client-area/downloads/vitalware/install-upgrade-notes/2-4/unix-new-installation/1929-5-install-vitalware-client

24



The World’s Premier
Vital Records
Software

Vitalware

Vital Records Management

Vitalware Documentation

Supplementary Media

Document Version 1.1

Vitalware Version 2.2.02

®
X
m

)

0 <
Pt 35

www.kesoftware.com
© 2011 KE Software. All rights reserved.






Contents

SECTION 1
SECTION 2

SECTION 3

SECTION 4
SECTION 5
SECTION 6

SECTION 7

Overview
Supplementary tab

Supplementary media functionality

Permissions
How to add supplementary media
How to import supplementary media
How to delete supplementary media
How to edit supplementary media
How to view supplementary media
How to save supplementary media
How to update supplementary media
Single record
Selected records

Importing supplementary media
Reporting with supplementary media
Supplementary media on the Vitalware server

Index

12
15
16
19
21
23
23
24

25

27

31

33






Overview

SECTION 1

Overview

The Vitalware Multimedia repository stores and manages a wide range of document
types. These may be:

¢ In electronic format (e.g. images, Word documents, video, etc.).
¢ URLs identifying a resource on the World Wide Web.

¢ An identifier used to locate a particular resource (e.g. the ISBN for a book, or the
location of a slide in the slide library).

Each record in the Multimedia repository describes exactly one resource. Data
describing the resource may be added to the record, allowing quite detailed
information to be associated with it (as a minimum, the full set of Dublin Core fields is
available).

An issue arises when there's a need to store resources associated with a Multimedia
record. For example, let's say a Multimedia resource is an image of a page
containing text. Along with the image it may be desirable to have a text document
that contains the words in the image so that users may view the image of the text but
also have the option of reading the text in the associated document.

Prior to Vitalware 2.2.02, there was only one way to implement such a solution:

1. Each associated resource required its own Multimedia record.

2. A relationship was then established between the master resource and the
associated resources via either a text field in the Multimedia record or via an
over-arching record in another module that links the resources.

In some cases the setting up of such structures is overkill. In the example above, the
text document containing the words in the image may not be important enough to
warrant its own Multimedia record.

Other examples:

e The master resource is an image and a cropped thumbnail is required to display
on the web.
The Multimedia repository generates images of various resolutions when an
image is added but each of these resolutions is an exact copy of the master. In
some instances it may be desirable to have cropped versions of the master, or
even a different image completely.

e The master resource is a video. There may also be a separate audio track
describing the video and an image of the first frame of the video.
Rather than creating separate Multimedia records for the audio and image
resources it may be more appropriate to store them with the master video itself.

The purpose of supplementary media is to allow associated resources to be stored
with a master resource in the same Multimedia record. Supplementary media does

Vitalware'\
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Overview

not replace the use of over-arching records to related multimedia where each
resource is important in its own right, rather it provides a mechanism for storing other
media with the master resource that may be used along with the master resource.

In order to provide support for supplementary media, a Supplementary tab has been
added to the Multimedia module. The tab is similar to the Resolutions tab and allows
media to be added, deleted, modified, viewed and saved. The Multimedia drop-down
menu available in each module has been extended to allow supplementary media to
be viewed and saved. It is also possible:

e To import supplementary media using the Vitalware Import facility.
e To use supplementary media in reports.

Vitalware
Page 2 Vital Records Management



Supplementary tab

SECTION 2

Supplementary tab

All management of supplementary media is performed via the Supplementary tab in
the Multimedia module. The bottom half of the tab consists of a Supplementary table
that lists all supplementary media. The set of fields above the table display data
about the media currently selected in the Supplementary table:

T multimedia (1) - Dis play
Fie Edit Select Wiew Took Tabs Moltimeda Window  Help

O BERD SV BEEBEBEE b b @R N
|Desaths 1880/000998-001002 (image/tiff) | 16
Supplementany Attibutes Supplarrentany Attribubes
| e ilifiesd: |HI&EI.JPG "wielib [paosle): 40 Height [pisiels] |EE
U sage; - F| | MIME Type image MIME Foamat: [jpeg
MDE Checksum: |L‘I’U2h|]3d)1 A4E5608c3=1 2b83Tedb229
File Size [bytes):  |B20E
Supplemnentsty Documents
| deratifiar Usaps MIME Type |MIME Fomat |'Width [peeats] |Height [paunals] | File Sieze [bybes]
1 L msge peg @ 6 | 620§

DIHipwe F

Supplerrenlamy 4| ®
Displey | Item 1 of 72 ey Admin | 50003

The following fields are available:

Vitalware’
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Supplementary tab

Field Name Description

Identifier The file name given to the media on the Vitalware server.

This must be provided and must be unique in the Supplementary table
for the current record. When adding new media the name of the file
being imported is used as the default identifier. An identifier may consist
of any characters, including spaces, except for:

N/ :*?2"<>]

Width (pixels) If the supplementary media is an image, the width in pixels is calculated
automatically and stored. For other types of media that have a width in
pixels (e.g. video) the value may be entered manually.

Height (pixels) If the supplementary media is an image, the height in pixels is calculated
automatically and stored. For other types of media that have a height in
pixels (e.g. video) the value may be entered manually.

MIME Type The type of the supplementary media.

Vitalware calculates the MIME Type automatically and adds the value to
this field. The MIME Type is a high level term describing the overall
category into which the media belongs. Example values are: image,
video, audio, application, etc.

MIME Types available in Vitalware are defined by RFC 2046.

MIME Format The format used to store the supplementary media.

The value is used to determine how the media should be decoded for
viewing, playing, etc. For each MIME Type there is a wide range of
available formats. As with the MIME Type, Vitalware calculates the
MIME Format automatically and adds the value to this field.

MD5 Checksum A calculated value used to determine whether the media has been
modified.

Vitalware calculates the checksum automatically and adds it to this field.
The checksum should be used where the authenticity of the
supplementary media needs to be verified.

File Size (bytes) The size of the supplementary file in bytes.

Vitalware calculates the size of the media automatically and adds the
value to this field. The value may be used to determine download times,
storage requirements, etc.

Usage A list of values outlining what the supplementary media may be used for.

The usage field allows supplementary media to be searched for based
on its purpose. A Look-up List is provided to allow some vocabulary
control over the available values.

Notes An area where notes about the supplementary media may be stored.
The notes may describe what the media contains, or it may be
information that is displayed along with the media when displayed on a

Vitalware
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Supplementary tab

Field Name Description

website.

Only the Usage, Notes, Width and Height fields may be altered. All other fields are
calculated by Vitalware automatically and cannot be modified.

Vitalware'\
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Supplementary media functionality

SECTION 3

Supplementary media functionality

The Supplementary tab provides a rich set of functions allowing media to be:

e Added (page 9)

e Imported (page 12)
e Deleted (page 15)
o Edited (page 16)

e Viewed (page 19)
e Saved (page 21)

e Updated (page 23)

Vitalware’
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Supplementary media functionality

Permissions

In order to manipulate supplementary data, users require permission to alter the

Supplementary_tab column. They also

require certain multimedia operations

depending on the command to be performed and must be able to modify the
Multimedia record with appropriate record level permissions. The table below
outlines the permissions required for each of the supplementary functions available:

Function Column Permissions Recofd : MuItir_negiia
Permissions Permissions

Add dvinsert, dulnsert, dvEdit, duEdit Edit Add

Import dvinsert, dulnsert, dvEdit, duEdit Edit Add

Delete dvEdit, duEdit Edit Delete

Edit dvEdit, dukdit Edit Add

View dvDisplay Display

Save dvDisplay Display

Update dvEdit, duEdit Edit Update

Note:

e  Column Permissions are controlled via the Column Access Registry entry.

e Record Permissions are based on record level security settings.

e The Security Registry entry may be used to set the default permissions.

e The record level permissions on an individual record may be altered by users

with sufficient privileges.

e Multimedia permissions are determined by the Multimedia]Operations

Registry entry.

@ See the Vitalware Help for details.

Page 8
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Supplementary media functionality

How to add supplementary media

One way to add supplementary media to a record is to take a copy of the master
resource and modify it in an editor. When the modified image is saved, Vitalware
asks whether it should be added as supplementary media. An affirmative response
allows an identifier to be specified, after which the media is appended to the
Supplementary table.

@ In order to add supplementary media in this way the Multimedia record must
have a master resource available in electronic form.

In the Multimedia module:

1. Locate the record to which supplementary media is to be added.
2. Select the Supplementary tab:

Multimedia (1) - Display

Fie Edit Jelect Visw Took Tabe Multimedia Window Help
O BERD H OV EEBRB b oM B E N
[Deaths 1880/000998-001002 (image Atiff) | 16
Supplementany Abtibutes Supplarssntany Atirbubes
Ieniifies | Usage || 5|
‘it [pivedz] Height [peal):
MIME Type: | MIME Famat: | Hotes:
D5 Chackzum: |
Fie Ste [butes}
Supplement
op ay B
]
| Reishaion | Chaaciesics | EXF | WPTC_ | 5P | Peschsioes  Sippicreniay)
Display | Ibem 1 of 75 i 50004
3. Select Multimedia>Add>Supplementary in the Menu bar
-OR-
:
Select Add Supplementary from the Toolbar beside the Supplementary
table
-OR-

Use the keyboard shortcut, ALT+M+A+S.

The master resource displays inside the editor associated with the resource type
(in this example, the Paint application is associated with jpg images):

Vitalware'\
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Supplementary media functionality

# 0671_D_1BBO_C_000998.4if - Paint
Fle Edt “iew Image Colors Help

b

28 18K0,

-
™A
N ¢
o2

- |

\J
No.
When and Where
® . .
L4 ¥
(o 1 D D R
[ 2 D 3 5
Fox Help, didk. Help Topics on the Help Penu. 594, 152

Modify the resource and save the image.
Either exit the editor or switch back to Vitalware.
The Add Supplementary dialog box displays:

Add Supplementary f'5_<|

|denlifier:

|dentifier

Sel the identifier far the supplementary document. The
identifier iz the file name. sthout the file extension. under
whch thz documert iz stored cn the zerver. The namre must
hiot be uzed by any other supplzrmeniany document for this
record.

¢ Ok, x Zancel |

Accept or edit the Identifier to use for the supplementary resource.

The Identifier is the file name under which the supplementary media is stored on
the Vitalware server.

Select v 0K
The new media is appended to the Supplementary table.

Page 10
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Supplementary media functionality

8. Add any Usage and Notes data and save the record:

ED Multimedia (1) - Display
Fie Edit Select Wiew Took Tabs Multimedia Window Help

0 BRD ADY BEEE® b b B R K
[Deasths 1880/000998-001002 (image A1iff] | 16
Supplementany Attibutes Supplamantany Atroubes
Idertifier [0671_D_11880_C_0003%8.JPG Usage 1_1‘“"*“ k|
i [pixedz] F533 Height [pisets): |4160 *

MIME Type: mage MIME Fomat: [ipeg Holes;

MDS Chacksum: |a2d0267097 243abd4374266dd5a1 77

Fie Size [bytes}  |2455924

DRy @ F

Display | Ibem 1 of 75 i Admin | 50004
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Supplementary media functionality

How to import supplementary media

If the supplementary media already exists as an electronic file outside of Vitalware, it
can be imported into the Supplementary table. The process is very similar to adding
a master resource to a Multimedia record.

In the Multimedia module:

1. Locate the record into which supplementary media is to be imported.
2. Select the Supplementary tab:

Multimedia (1) - Display
Fie Edit Select Wiew Took Tabs Multimedia Window  Help

O BRERD NIV BEEEE - B R N
[Deaths 1880/000998-001002 [iImageAtiff) | 16
Supplementany Abtibutes Supplarsantany Atirbubes
Identifes [0671_D_1880_C_0003%8.JFG Usage H‘Meh |
i [pixedz] F533 Height [pisets): |4160 *

MIME Type: mage MIME Fomat: |ipeg Hotes:

MO Checksum: |32A0267097243abd4 374 25500521 2 7e7
Fie Size [bytes} 2458241

Aegshiabon | Charactenshcs . EXF | IPIC | HMP
Displen | Ibem 1 0f 75
3. Select Multimedia>Add>File in the Menu bar
-OR-
Select Import Supplementary from the Toolbar beside the Supplementary
table
-OR-

Use the keyboard shortcut, ALT+M+A+F.
The Open dialog box displays.

Vitalware
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Supplementary media functionality

4. Locate and select the media file to be imported:

Open ﬁr“_l
Loskix | Berr =l + = i Previzer v
:J A Sze  Type Date A
[l bee.sif 4,089 KB TIFFimage GG
E‘;Tfn‘::_*"_ [l cs4_metadaza_gridgs. 4,080 KB TIFFimage 25005
o [l <54 _metadaca_Photoshap. lif 4,098 KB TIFFimage 24/05
L% [l 55 best_edited_metadata tif 3,099KB TIFFimage fosf: .
[l 55 _test_metadacaof 5097 KB TIFFimage B, ‘d?
3 ,[-‘IF[B% 172.1121.ipg LEIS KR JPEG Image iG]
Wlinscc.tF 2,850 KB TIFFimage afiaf:
'._J = LicerceBemFront.pcf 69 KB Adobe Acrobat Doc.,  Sf06[
My Doguments [l ot clats_pestar b 4,100 KB TIFFimage 3]
Hmn014073.jpg 42KE  JPEG Image I
—y [Elrepatt4.ipg S5KB JPEG Image i
j! 3KE  GIF ‘mage 2308
My Tomputa iiSIITIl! ant. ki 4,089 KB TIFFimage f1ILTH
¥ omp
[l =nal TIF 433 KR TIFFimage GIG[
i'_‘g ] ¥
MyMetwork  Fie name: signizbure gif j Acd

Flaces
Fres of ke Al Fles ) j &

5. CIickﬁ

The Add Supplementary dialog box displays.

6. Enter the Identifier to use for the resource.
The Identifier is the file name under which the supplementary media is stored on
the Vitalware server:

Add Supplamantary b—(l

|denlifier:

[siarature

| dtitiFicr

Sel the identifier far the supplementary document. The
el iz Wb b e, aitboul e e esterisior, unden
whch tha document iz stored ch the zerver. The nare mugt
riol bie wsed Ly any olhier supplzneniaye documznol Tu his
record.

¢ Ok x Zancel

7. Select v 0K
The file is imported and appended to the Supplementary table:

Vitalware’
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Supplementary media functionality

B Muitimedia (1) - Edit
Fie Edt Sekct View Took Tabs Mutieds Window Felp

DA BRD & 9 E o »m B @ we
|D eathsz 1H80/000998-001002 [wnagetff) | 16
Supplementany Abtributes Supplersantany Atiribubes
Iderlifies; | signature. g Usage 1%] E

‘width [piveds] aEd Hesight [pisels] {154
MIME Type: mage MIME Fomat: |of Hobes:

MDS Checksum: |0fa22e875ebBocehdebe 3283900 0st

Fie Size [bytes) 2138

+ Supplementary
Identiier [Usage  |MIME Type |MIME Fommat [width [pixeiz) | Height [pixels)| Fia Size [bytss] |
1[0671_D_1880_C_000.. Web Mags  pig 5593 4160 2458041
e zigniatuee. gif = r

DIHnww#F

Edit  lem1of 75 ww | Admin | 50004
8. Add any Usage and Notes data and save the record.

Vitalware’
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How to delete supplementary media

Supplementary media may be removed from the Supplementary table. When the
Multimedia record is saved, any media removed will be deleted from the Vitalware
server permanently.

In the Multimedia module:

1. Locate the record with the supplementary media to be deleted.

2. On the Supplementary tab, click the row in the Supplementary table to be
deleted:

Multimedia (1) - Display
Fie Edit Select WView Took Tabs Multimedis ‘Window Help

O BRD ADY EEED - CRERE Y
|Deaths 16880/000F98-D01002 (imagetiff]) | 16
Supplementaiy Attibutes Supplemeantany Atrbubes
|dentilie |si;|1.:|lurc.1;|'f Usage ﬂ E
“Width [piveds) 52 Hesight [peeslts]: |154
MIME Type:  |image MIME Fomat: |of Hates:

MDS Chacksum: |0fa22e875ebBocehdebe 33283900 0st

Fie Size [bytes}p 2138

Supplementaty

[ erfer [Usage  [MIME Type [MIME Fomat [\width [pixets) | Height [piveiz)| Fie Size fhytes)| e=
1{0671_0)_1880_C_000., “web mage =g 5539 4160 use2n @
) cionatee i Az 154 2138 =
[
B
=
| Fegistation | Chawaclensics | EXF | IPTIC | »MP | Resalions  Suppienenisg | Mg |
Display | Ibem 1 of 75 i Admin 50004
3. Select Multimedia>Delete Resource in the Menu bar
-OR-
[=) .
Select Delete Supplementary from the Toolbar beside the Supplementary
table
-OR-

Use the keyboard shortcut, ALT+M+D.

The selected media is removed from the Supplementary table.
4. Save the record.

The media is removed from the Vitalware server.

Vitalware'\
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How to edit supplementary media

In the Multimedia module:

1. Locate the record with the supplementary media to be edited.
2. On the Supplementary tab, click the row in the Supplementary table for the
media to be edited:

B Multimedia (1) - Display
Fle Edit Select Wisw Took Tabe mMultimedia Wwindew Help

0 BRD ADY BEEEAED - @@ w
[Deaths 1680/000938-001002 (imageA1iff) | 16
Supplementany Attibutes SuppemeEntary Attrbubes
Identifies [0671_D_1880_C_0003%8.JPG Usage 1_1‘“"*“ k|
Width [pixelsp  |5533 Height fpets). 4150 *

MIME Type: mage MIME Famat [ip=g Holes:

MDS Chacksum: |a240267097243abd437 4266053177
Fie Size [bytes} | 2459241

By
=
=
=

| Fegetoion |Chaeciedics || EXF [ WPTC [ WMPF | Resolfiors | Suppiemeniay [ B o]y

Display | lbem 1 of 75 v | Admin | 50004
3. Select Multimedia>Edit Resource in the Menu bar

-OR-

Select Edit Supplementary Ei from the Toolbar beside the Supplementary

table

-OR-

Use the keyboard shortcut, ALT+M+E.

The selected supplementary resource displays inside the editor associated with
the resource type (in this example, the Paint application is associated with jpg
images):

Vitalware
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Supplementary media functionality

# 0671_D_1BBO_C_000998. PG - Paint
Fle Edt ‘“iew Image Colors Help

<
‘m HEEEEEEENENEEN
MErEEECr = C e

Fox Help, dick. Help Topics on the Help Penu.

4. Modify the resource and save the image.
5. Close the editor and switch back to Vitalware.
A dialog box requesting confirmation of the changes displays:

KE Vitalware (DEMO)

Rezowes "0E71_D_12280 C_000932 JPG" has bean madifiad.
[o you wart to uge the new version?

O 1

6. Select
The media details are updated in the Supplementary table:

Vitalware
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Supplementary media functionality

B Muitimedia (1) - Edit
Fie Edt Select View Took Tabs Mutimeda Window Felp

D BB D &Y oM (= K2
[Deaths 1080/000998-001002 (image i) | 16
Supplementany Attibutes Supplementary Atirbubes
Identifies: [0671_D_1880_C_0003%8./PG Usage 1_{‘“"*“ =
widh pivels)  [150 Height (picels). [100 *

MIME Type: mage MIME Fomat: |ipeg Hotes:

WD Chacksum: |t-dcf-aﬁ-:laa1-:lanﬂkﬂarad3235n3neﬁu

Fie Size [bytes)  [4904

2| signatme.gik —— 522 154 213

DIHnww#F

| I R IECE IS S WS i i

Edit Item 1 af 75 i Admin

7. Save the record.
The modified media is saved to the Vitalware server.

Vitalware A
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Supplementary media functionality

How to view supplementary media

Supplementary media can be viewed using external applications.
In the Multimedia module:
1. Locate the record with supplementary media to be viewed.

2. On the Supplementary tab, click the row in the Supplementary table with the

media to be viewed:

El Multimedia (1) - Display

Fle Edit Selest Visd Took Tabs Mubtimedis Windew Help
0 BRDHDY BEERBRE - @R
[Deaths 1880/000998-001002 (image/iff) | 16
Supplementany Attibutes Supplemesntany Attribubes
Identifies [0671_D_1880_C_0003%8.JPG Usage 1_1‘“"*“ k|
\idth [piveds}  [5589 Height [pesele]: (4160 *
MIME Type: mage MIME Fomat: |peg Hotes:
MDS Chacksum: |a240267097243abd437 4266053177
Fie Sice [bytes}  [24589241
e
[ 0671_D_1880 C_000.. [web 24552
2 | signature. gi mape of 522 154 2138 =
=
=
| [Fioysiokon: | Creradeviiin || BOF || PTC [ WWE || Aesdiions | 5uppierenian [T8 <]
Display  Ibem 1 of 75 o Admin | 50004

3. Select View Supplementary & from the Toolbar beside the Supplementary

table
-OR-

Select Multimedia>Launch Viewer>Supplementary in the Menu bar and select

the supplementary resource to view:

Vitalware
\MW

Page 19



Supplementary media functionality

B Multimedia (1) - Display
Fle Edit Select wisw Took Tabs NEFUUCHTR Window Help

O B RO &S 5 - T
Gererabe Reschtion  #
[Deaths 1680/000958-D01002 (o€ [3) .. pesonrce | 16
Supplementaly Attnbutes Update Resource N =T
Identifies: 0671_D_1R80_C_00 1_|'w'=b E
widh(pivels}  [535 Height -
MIME Tyme: mage MIME Bes
MDS Chachzum: 2200267037 243abdy Resaurce..,

Fie Size [bytes} | 2458241 2L sunch iewer 0671_D_I660_C_0009%5 tf (5599 « $160)
Pee—— i 5ave k 0671 _D_iBED_C_0005%8 humb, jpg (90 x 67)
Print
Uzape Supplementary D671 _D_1860_C_000%53, PG (5599 x 4160)
P . T
mage of ra2 154 138

En%nm

| Regidalon [ Chawsctertica | EXF [ IPTC [ RWP | Pesohlions  Suppiemeniary

Display | Item 1 of 75 b Admin | 50004

The selected supplementary resource displays inside the viewer associated with
the resource type:

5L Bk

¥ Adobe Photoshop C53 - [signature, gif @ 100% (Index)]
M Fle Edt Image Layer Sebsct Flter  View Window Help

ammE

F:dh:ri-up: Style: | Mormal v | ==

| Mavigator » | Histogram | Info |

e —

Ll ©
*H

A

5

=]

| Layers = | Chennels | paths | ;

4

X,

>,

rd 100% | - 0 [
?{\. | Color = | Swabches | Styles | _.;
é;_.'_ !_k__ ]

'JJ: B F 0

L — e —m
&,

€1

w8 Doc: 78.5K/78.55 [»]
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How to save supplementary media

Supplementary media in the Supplementary table may be saved to an external

location.
In the Multimedia module:
1. Locate the record with the supplementary media to be saved.

2. On the Supplementary tab, click the row in the Supplementary table with the

media to be saved:

22 Multimedia (1) - Display

Fle Edit Select View Took Tabs Mubimeds Window Help
O BRERD DY BEEBEE - B R N
|IJ eaths 1880/000938-D071002 [imagetiff) 16
Supplementany Attibutes Supplemeantary Atirbubes
|cmritifies; |0671_D_1880_C_000338.PG Usaps l{weh j
fidth [pixedz] FE33 Height [pisets): |4160 *
MIME Type: mage MIME Fomat: |ipeg Hotes:
MDS Checksum: 320267097 243abd4 374 25500521 2 7e7
Fie Size [bytes} (2458241
)
C [
2 | sagnature. mage gi hz2 154 2138 =
B
(=
4|k
Disples  Item 1 of 75 v Admin | 50004

3. Select = from the Toolbar beside the Supplementary table
-OR-

Select Multimedia>Save>Supplementary in the Menu bar and select the

supplementary resource to save:
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Fie £de oelect  visw

B Multimedia (1) - Display

1ooks  1abs ERPROCHEE window relp

DUORRD| & CE - N 0w
Generake Rasolkon

|l.'l|=n|h: LT R I B Delete resource | 16

Supplementaty Attributes |pdske Resource ¥ menkany Attrbubes

|delifies: 0E7_D_1680_C_00 %Web E

width fpissis} (5599 Heght o ¥

MIME Tppe: [mage  miME

MDS Chichsum: mlﬂmmfcg...

Fiesae byiest [2958241  |B Launch views: s

UEE o7t 01050 C 0009564 (5599 x 4160)

Supplement
el Pririt b 067_D_1BED_C_O0099E.thumb.ipg (90 2 67)
Budiofviden k Supalement sy
maps of 2138 =
| Registration | Charactersbios | EXIF [ IFTC [T WMP " Resshtions  Suppiementary [ Mo [

Display | Item 1 of 75 e Admin | 51004

The Save Multimedia dialog box displays.
4. Navigate to the location where the file is to be saved:

Save Multimedia...

DE71_D_16B0_C_000%%, PG (5599 « 4160)
signature. g (522 x 154) h

Save'rtlljﬂﬂn j = B ¥ E-
IC9EM Wl similar aric it
;.5 el 0l sl TIF
My Recer il anit.br | spaar-hande. jpg
Documents | i bee. 1 Thumbs.db
il cs4_metadsta Bridge HF
i1l ©54_metadata_Phoboshap. tif
Deskiop il c55_tesx_edied metadata.tf
: il 55 _test_metadata. b
_-__) EleTo4.172.11#1 ipg
mlnsa-ct.uf
My D -
yBecuments - LicenceBernFront. pdf
mmstada‘:-a_tester.tf
g’ ﬂmrﬂlqn?s.iuu
My Computer ﬁreport‘*-_lm
: s l&]ﬂgnan.re.gf
MyMetwods  Fie name: [onatire of ~| Save
Places
Save astype:  |Aey e ") = 'M“‘

5. Select

The media is saved to the specified file.
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How to update supplementary media

Single record

Many of the attributes (e.g. MIME Type, Checksum, etc.) for supplementary media
are calculated automatically. As new media is added, the Supplementary Attributes
fields on the Supplementary tab are maintained by Vitalware.

While it is possible to batch load supplementary media to the Vitalware server, the
calculated values are not computed. The Update command recalculates all
computed values for all media in the current record's Supplementary table.

In the Multimedia module:

1. Locate the record with supplementary media to be updated.

2. Select the Supplementary tab.

3. Select Multimedia>Update Resource>Current Record in the Menu bar
-OR-
Use the keyboard shortcut, ALT+M+U+C.
The Updating Multimedia dialog box displays:

Lpdating Multimedia...

Records Updated: 0

Status:  Searching for images...
Resource:  sighature.jpg
Percentage Sent:  Completed
Time Remaining;

[

4. Save the record once the update is complete.

Vitalware'\
Vital Fiacores Managemant Page 23



Supplementary media functionality

Selected records

The computed values for supplementary media may also be updated for a batch of
records. This version of the command is useful after a large import of supplementary
media has occurred via the Vitalware server (that is, not imported via the Vitalware
client).

In the Multimedia module:

1. Locate the records with supplementary media to be updated.
2. Select View>List in the Menu bar
-OR-

Select View List B in the Toolbar

-OR-

Use the keyboard shortcut, ALT+V+1.
3. Select the records to be updated.

@ See Selecting Records in the Vitalware help for more details.

4. Select Multimedia>Update Resource>Selected Records in the Menu bar
-OR-
Use the keyboard shortcut, ALT+M+U+S.
The Updating Multimedia dialog box displays.

5. Select e once the update is complete.

Updating Multimedia...
A

Records Lpdated: 18
Statuz:  Complzted
Rezource:
Percentage Sent:
Time Benaning:

Page 24
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Importing supplementary media

SECTION 4

Importing supplementary media

The Vitalware Import tool can be used to import supplementary media files and data
into Multimedia records. The mechanism used is the same as for importing
multimedia, except that the virtual column Supplementary_tab is used to contain the
path of the media to be loaded.

The example import file below adds supplementary media to the Supplementary
table of existing Multimedia records (identified by their IRN):

IRN Supplementary_tab(+)
1324 E:\Media\lmage Text.txt
54765 E:\Media\Cropped Thumbnail.jpg

945632 E:\Media\Audio for 945632.mp3

Vitalware calculates all the computed values and loads them into the appropriate
fields as the media is loaded. The identifier assigned to the supplementary media is
the file name (without the path) of the imported media.

Vitalware'\
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Multimedia and supplementary media may be loaded in the same import file, as the following import file demonstrates:

MulTitle Multimedia Supplementary_tab(1) Supplementary_tab(2)
Close up of E:\Media\Sig\Smith _Death cert.tif E:\Media\Sig\signature zooml.tif E:\Media\Sig\signatur
signhature. e_zoom2._tif
Commemorative E:\Media\Cert\Commemorative2011._tif E:\Media\Cert\detail.doc

Certificate.

It is also possible to import Usage and Notes values along with the media, as the following import file demonstrates:

IRN Supplementary_tab(+, SupUsage_nesttab(+, SupUsage_nesttab(+, SupNotesO(+, group=‘import’)
group=‘import’) group=‘import’:1) group=‘import’:2)
1324 E:\Media\lmage Text.txt Web Text The text in the document

contains an English translation
of the audio track in the video.

54765 E:\Media\Cropped Web Thumbnail Cropped A cropped thumbnail of the
Thumbnail . jpg master image showing the
signature only.
945632 E:\Media\Audio for Web Audio An audio description of the
945632 .mp3 commemorative certificates now
available for purchase from our
website.

Notice how the group= import feature is used to ensure the media, usage and notes are all added on the same row in the
Supplementary table.

Vitalware
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Reporting with supplementary media

SECTION 5

Reporting with supplementary media

Supplementary media can be included in reports by adding the Supplementary_tab
column to the list of fields on which to report. The Report Properties dialog below
shows a report containing both the Multimedia and Supplementary media fields
(Multimedia and Supplementary_tab respectively):

Report Properties. .. [5_(|

Foport Type  Fields lSn:-rtDrdcr] I:Ipti-:-hsl Multirncdi-:u] Sup 4 | ¥

Supplementany
S A Ba s

R rilemal B ecod Nombe

- Identifier: [Fezource Information)
[=] Multimedia
El Supplementarny_tab

Add... | Remove | Clear

J OF. x Cancel | ? Help
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Reporting with supplementary media

When the Supplementary_tab column is added to the list of fields on which to report,
the Supplementary tab is added to the Report Properties dialog box. The

Supplementary tab provides options that determine which supplementary media is
included in the report:

Report Properties... §|

Fields ] E-l:nrtl:lrder] I:I|:ti-:|n$| Mulimediz  Supplencriley ] T L

E Supplemnentary

P ualtin i dia.

" lze &l images

" lze frzt mulkimedia arly
= Jdze 2l mulimedia

Suppemertary:
(¢ _lze fiztimage oqly
i lze Al images
" lze frzt mulkimedia arly

" Jze &l mulimedia

File Drelimiter:
4 Unix 4 Windows
C o Word vail Merge

/ OF. x Cancel | ? Help

The Multimedia set of options controls which Multimedia records attached to a record
in a report are included in the report. Consider the Births record below:

Vitalware
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Reporting with supplementary media

B0 Births (1) - Display

Fie Edit Select View Took Maintensnce Regstration Print Process Tabs Multimeds Sindow H:
O BED 2SY EEBEBEE w « »n

=B

B R K

MEFBTIESE] 467 B 185

[SHUTTERWOODD,. ROGER BORN D3/27 /1860 [MOTHER ANM SHUTTLEWODD NEE NOLAN). T | A0E200

BREREFE =D P M
Resowce Information

Tike: [BIRTHS 1860,000327-331

Cieator ‘ i
MIME Type: [IMAGE MIME Fomnat: |TIFF

|dentifer:  [0467_E_1860_C_0O0123TIF

Description

[ Spmtlotes | s e

I @4 | Valdaon  Communicabons

Displey  RAecoed 6 of B

il Admin | 50004

A number of Multimedia records are attached to this Births record. The Multimedia
options determine which of these will be included in the report:

Option Description

Use first image only
Use all images

Use first multimedia
only the report.

Use All multimedia
report.

The Multimedia records for all images are included in the report.

Only the Multimedia record for the first image is included in the report.

Only the Multimedia record for the first attached record is included in

The Multimedia records for all attached records are included in the

For the Multimedia records specified by the Multimedia options, the Supplementary
options then control which media listed in the Supplementary table will be included in
the report. The options have the same meaning as in the table above, except that
they apply to the Supplementary table in the Multimedia record.

The File Delimiter option determines how the paths to the media included in the

report are to be built:

Vitalware’
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Reporting with supplementary media

Option Description

/ Unix Use this option if the report is to be placed on a UNIX based computer. This
is useful if the output is to be stored on the Vitalware server.

\ Windows Use this option if the report is to be stored on a Windows based computer.
In most cases this will be the option required as most reports are displayed
on the user's computer.

\\ Word Mall Only use this option if the media is to be included in a Microsoft Word mail

Merge merge document.

The report below shows a record with one Multimedia image
supplementary image. In order to produce this output the fol
selected:

Multimedia: Use first image only

Supplementary: Use all images

\ Windows [This option is used as the
viewed on the user's Windows computer.]

File Delimiter:

and one associated
lowing options were

report is

] Report Viewer

P S e [ 1n x & dh 00 -
| IRN 407

Il iiltirme dia Supplementary

—_——

Supplementary

ey
Busines: Objects =

-
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Supplementary media on the Vitalware server

SECTION 6

Supplementary media on the Vitalware
server

The supplementary media for a Multimedia record is stored in a directory called
supplementary under the directory in which the master image is stored on the
Vitalware server. The location of the master image is determined by the
ServerMediaPath Registry entry (or in the absence of this entry, the ServerPath
Registry entry). The Registry entry contains a list of paths to consult when locating
multimedia on the Vitalware server. The first path in the Registry entry is used to
store new multimedia, while all paths are searched to locate multimedia.

There is a special case in which an exec entry may be used to interface between
Vitalware and a third party imaging system (see Vitalware Help topic - Integrating 3rd
party imaging systems for more details). In order to support supplementary media
while still maintaining the same interface to third party systems, the filepath supplied
to the get, save, ping and remove calls may now include the supplementary
directory. For example, the file path passed to the ping call for a supplementary
image called Image.jpg for the Multimedia record with IRN 4254 would be:

4/254/supplementary/Image. jpg

The list call should now return not only all media in the folder passed to it, but all
media in the supplementary directory. For example, the call list 4/254 may result
in the following response being returned:

Status: success
4/254/master . jpg
4/254/master . thumbnail . jpg
4/254/master .300x300. jpg
4/254/supplementary/video.avi
4/254/supplementary/image.-tif

Vitalware'\
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Overview

SECTION 1

Overview

The first step for users using the Windows client to access Vitalware is to log in to the
server. The familiar log in dialog box allows a user to specify their:

o username

. password

o service to which to connect

. group to use (optional)

I KE Vitalware (DEMO) %]
W“fﬁ Welcome to KE Vitalware (DEMQ)

Wersion 2.2.01 [1106231)
Copyright € 1938-2011 KE Software

Hast: |grattan ‘/' oK
Lzer W

| x Cancel
Paszword: s —_—
Service: 20136 7 Help
Group: |.-'1‘-.|:Imin j

The information entered into the login dialog box is transmitted to the Vitalware server for
authentication. In particular, the username and password are checked against a database
containing user name and password combinations for all persons who are allowed to
access the system. Vitalware itself does not store any user name / password pairs but
relies on external databases to authenticate users. These external databases are available
through a number of sources:

Password Management Vitﬁ'WElre&A !
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Source

Description

Unix

Shadow

NIS

The traditional Unix user's database consists of a file containing a list of all users
who may access the system. The file is located at /etc/passwd. A typical entry
looks like:

boris:QB2vbP7yzuNzQ:708:400:Boris Badenov:/home/boris:/bin/bash

Each of the fields in the entry is separated by a colon (:). The list of fields is
unimportant for this document, except that the first field contains the user name and
the second field the password. The password is stored in a one way encrypted
format, that is, the password cannot be decrypted (so if you forget your password,
your System Administrator cannot tell you what it is and a new password must be
set).

When a user logs in to Vitalware, their password is encrypted and checked against
the encrypted version stored with their user name. If there is a match, the user can
then access the system.

The Shadow password file is an extension of the base UNIX password file described
above. The Shadow file is located in /Zetc/shadow. If a Shadow password file is
used, the user's password in /etc/passwd is replaced with an x. The encrypted
password is then stored in the Shadow file. The permissions on the Shadow file only
allow the System Administrator account (root) to read the contents, thus protecting
the encrypted password from general access. The Shadow file contains extra fields
used to implement password ageing. A typical entry looks like:

boris:QB2vbP7yzuNzQ:15215:1:30::::

Like the /Zetc/passwd file, the fields are separated by a colon () and the first two
fields store the user name and the associated encrypted password. The third field
stores the number of days between 1 January 1970 and the last time the user
changed his password. The next two fields contain the minimum number and
maximum number of days between password changes respectively. In the example
above, user boris must change his password at least every thirty days. If the
password is not changed within thirty days, it will expire and a new password must
be set next time he logs in to Vitalware. The Shadow password file is available with
most versions of Unix, including Solaris and Linux (but not FreeBSD).

One problem with the Unix and Shadow databases is that they are stored locally.
Each machine has its own version of the database, so if a user wants to access
more than one machine, an entry needs to exist on each machine for which access
is required. A nice solution would be to have a master version of the password /
Shadow database kept on one machine, and have all other machines contact the
master machine when looking up password entries. NIS (Network Information name
Service), or YP (Yellow Pages) as it was previously known, provides this
functionality. One machine stores the NIS master password / Shadow file and all
other machines communicate with the master machine when checking a user name /
password combination. NIS can also be used in conjunction with the Unix or Shadow
files, providing support for both local users (via Unix and Shadow) and global users
(via NIS).

Vitﬁ'Ware*A Password Management
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Source Description

NIS not only provides password facilities but may also be used to provide a master
version of a wide range of other database files. NIS is available for Solaris, Linux and
FreeBSD.

Due to shortcomings in the original NIS design (e.g. password ageing is not
possible), a new version of NIS, known as NIS+, was released. Its purpose is the
same as NIS except it is more secure and provides extended user attributes (like
password ageing).

LDAP LDAP (Lightweight Directory Access Protocol) is an extension of the NIS idea. One
issue with NIS is that it requires a Unix server. It does not provide a general purpose
interface that may be used by non-Unix systems. LDAP addresses this problem by
implementing a general purpose database (directory) facility that may be used to
store any sort of information (including Unix password information). It then defines a
system independent way of looking up this information, thus allowing any type of
system to retrieve (and possibly update) data. An explanation of how LDAP is
structured is beyond the scope of this document. LDAP is available via the
OpenLDAP project for Solaris, Linux and FreeBSD. A number of other
implementations are also available.

LDAP allows password and Shadow information to be stored in its database, via the
posixAccount and shadowAccount object classes respectively. When a user logs
in to Vitalware, the LDAP database is consulted to determine whether access should
be granted and determine whether the password has expired. As with NIS, the local
password / Shadow files may still be used to store local accounts, while LDAP is
used for global accounts.

Windows Windows provides a local database used to contain user password information
(amongst other things). The information is for local accounts only and provides
authentication for users accessing the local machine. In this sense it is very similar in
functionality to the Unix / Shadow databases (but implemented differently). Windows
authentication is available on all versions of Windows.

AD AD (Active Directory) is the Windows implementation of a general purpose
information database (directory). It uses LDAP as one of its access protocols. This
means that LDAP may be used to consult the Active Directory database. Active
Directory allows password / Shadow information to be stored and retrieved via the
posixAccount and shadowAccount object classes respectively. As with LDAP the
information stored is for global accounts. AD is provided with Windows Server
systems and can be queried by Solaris, Linux, FreeBSD and Windows. The local
Windows accounts may still be used to register local users, while AD is used for
global accounts.

As you can see, there are a number of alternatives available for registering Vitalware users
and their passwords. In general, each institution will have a policy dictating which of the
above sources should be used for user authentication.

Vitalware implements three mechanisms for determining whether a user name / password
combination is correct. The mechanisms are:

Password Management Vitﬁ'Ware&A 3
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Mechanism Description

PAM The Pluggable Authentication Module, or PAM for short, is available on all
version of Unix, including Solaris, Linux and FreeBSD. It is not available on
Windows servers. PAM is a flexible mechanism that uses a configuration file
to determine what password sources should be consulted to retrieve
password / Shadow information. It provides support for the following
database sources:

e Unix

e Shadow
e NIS/NIS+
o LDAP

e AD

PAM is the most common look-up mechanism used by Vitalware where the
Vitalware server is installed on a Unix system.

SFU/SUA  Services For Unix (SFU), or Subsystem for UNIX-based Applications (SUA)
as it is now known, provides password authentication on Windows based
Vitalware servers. SFU / SUA is not configurable. It provides support for the
following sources:
e Windows
e AD

SFU / SUA is the look-up mechanism used by Vitalware on Windows based
Vitalware servers.

Traditional If a Unix system does not provide support for PAM, then the Traditional look-
up mechanism is used. The Traditional system provides support for the
following sources:

e Unix
e Shadow

Traditional support is only provided where institutions elect to not use PAM
support. In other words, very rarely!
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New Features

Now we have all the theory out of the way, let's look at the new features added to Vitalware
to provide support for password management:

New Feature Description
Change A user may change their password from within the Vitalware Windows
password client. The new password is checked to see if it conforms to minimum

standards (e.g. length, character mix, etc.) before being set.

Password expiry A user's password may expire. An expired password occurs when a user
has not changed their password within a prescribed number of days.
Once the password expires, the user must set a hew password the next
time they log in to Vitalware. They will be prompted for the new
password.

Expire account A user's account may expire. Once the account has expired the user will
no longer be able to access Vitalware. There are two ways to expire an

account:
e The user has not logged in to Vitalware for a given number of
days.
e An absolute date after which access to the system will be
denied.

Reset password If a user forgets their password, the System Administrator can clear the
old password (or set a new one) and force the user to enter a new
password the next time they log in to Vitalware.

Lock account The System Administrator may lock a user's account. While the account
is locked the user will not be able to access Vitalware. Once the account
is unlocked the user may use Vitalware once again. Account locking is
useful if someone is leaving for an extended period of time, but may
return some time in the future.

The implementation of password management in Vitalware 2.2.02 provides System
Administrators with a range of options in terms of managing user authentication and ageing
passwords. It also allows users to change their passwords from within the Vitalware
Windows client.

Password Management Vitﬁ'Ware&A >
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SECTION 2

Using Password Management

The majority of the new password management functionality is available in Vitalware
2.2.02 without the need to have it enabled. In fact, most of the client side functionality is
invoked by requests from the Vitalware server. For example, if a user's password has
expired, the Vitalware server will inform the Vitalware Windows client next time the user
logs in to Vitalware. At this time the user will be prompted for a new password.

The only feature that is instigated by the user is the ability to change their password. In
order to change a user's password, the Vitalware server must provide the required support.
Both PAM and SFU / SUA provide mechanisms for updating a password, whereas
Traditional does not. It is also possible to configure PAM to not support password updates,
or to add in other authentication mechanisms (e.g. dongles) that do not provide password
updates.

The Vitalware client cannot determine what level of support is provided by the Vitalware
server for password changing. As such, a new Registry entry has been added to indicate
whether password changing is supported. The format of the entry is:

User |user|Setting]|Change Password|value
Group|]group|Setting|Change Password|]value
System|Setting|Change Password|value

where:

value is either true or false.

A true value indicates that password changing is
supported, while a false value removes the Change
Password command from the Tools menu in the Windows
client. The default value is true. Thus, if you are using
the Traditional password mechanism, you will need to
disable password changing explicitly.

Password Management Vitﬁ'WElre&A !
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1. Changing your Password

A user may change their password provided the Change Password Registry entry is not

set to false.

Server support required:

. PAM

. SFU / SUA

In Vitalware:

1. Open any module.
2. Select Tools>Change Password... in the Menu bar

-OR-

Use the keyboard shortcut, ALT+T+H.
The Change Password dialog displays:

ﬁ Change Password

Qld Paszword:

- B)X

Mew Pazswaord:

Confirn Mew Passward:

Change Pazsword

Set wour new password. Enter vour old passward followed
by your new paszword bwice. The new password will be zet
an the zerver and should be used for future loginz.

W OF | X Cancel |

3.  Enter your existing password and your new password twice.
Both instances of the new password must be the same.

4.  Click

v 0K

The password is updated on the server.

Password Management
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If the two instances of the new password do not match, an error message displays:

KE Vitalware (DEMO)

The new pagswardz pau have entered are nat the same.
Pleasze re-enter your new pazsward

If the new password does not pass the validation criteria, an error message displays:

KE Vitalware {DEMO)

TextPl Error:
Paszword too ghort - must be at leazt 6 characters.

The new paszword you specified iz not walid,
|t does not meet the minirmum criteria far a walid pazsward. [Murmber -335]

In both of the above cases the Change Password dialog displays allowing the error
to be corrected.

5. Click v 0K once the password is updated:

KE Vitalware (DEMO)

@ Your pazsword has been updated successfully

Password Management Vitalwaré
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2. Updating an Expired Password

A user's password may expire for one of two reasons:

. The System Administrator has expired the password.

. The user has not updated their password within a given time frame. The time frame
for password updates is set on the Vitalware server and can vary from institution to
institution.

Server support required:
. PAM
In Vitalware:
1. Start up Vitalware.
The log in dialog displays:
I KE Vitatware (DEMO) X]

vwfA | Welcome to KE Vitalware (DEMO)
—A Yersion 2.2.01 [1106231]

Copyright € 1938-2011 KE Software

Hoszt: |grattan ‘/' oK
I zer: W

= | x Cancel
Password: | “““““““ 1 —_—
Service: 20136 7 Help
Group: |.-'1‘-.|:Imin j

6. Enter your log in details and click v 0K

If your password has expired, a message displays:
KE Vitalware (DEMO)

7. Click LY 5K

A new log in dialog displays:

10 Vitalwareoh Password Management
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TR KE Vitatware (DEMO) X

v\ Welcome to KE Vitalware (DEMO)
4 Wersion 22,01 [1106231]

Copypright 2 1993-2011 KE Software

Host: |kednn & OF
| zer: |I:|im

X Cancel
Mew Pazswaord: || —
Confirrn Mew Passward: | ? Help
Service: (50004

8. Enter a new password and confirm it by re-entering it.
9. Click ¥

The password is updated on the server.
If the two instances of the new password do not match, an error message displays:

KE Vitalware (DEMO)

The new pagswardz pau have entered are nat the same.
Pleasze re-enter your new pazsward

If the new password does not pass the validation criteria, an error message displays:

KE Vitalware (DEMO)

TextPl Error:
Pazzword toa ghort - must be at leazt B characters.

The new pagzword you gpecified iz not walid.
|t doez not meet the minimum criteria for & valid pagsward. [Mumber -385]

In both cases the log in dialog is displayed allowing the error to be corrected.

10. Click v 0K once the password is updated:
KE Vitalware (DEMO)

@ Your pazawaord has been updated succeszstully

Password Management Vita|ware° 11
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3. Password Admin Task

A user may also change their password via an Admin task. The task is provided for
systems that do not support password changes via PAM or SFU/SUA. The following
Reqistry entry is required to provide the Change Password Admin task:

Group|Default]Table]eadmin]Admin Task]Change Password]password
"[Password:01ld Password]® "[Password:New Password]"
" [Password:Confirm New Password]*®

Once the Registry entry is specified, the task becomes available.

Server support required:

. PAM
. Traditional

In Vitalware:

e .
= Adrin

1. Select Admin |from the Command Center.

The Admin Tasks dialog displays.

™ Admin Tasks x|

+ Adrnin

Births

Cazh Book
Deaths
Lookup Lists
Marriages
FOS

e
+
+
e
+
+

B

| x Clogze ? Help

12
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11. Expand the Admin node:

X)

™ Admin Tasks

= By Aadmin
il Change Password

e= Clear Matchlist Database

a= List1S0-8859 Characters

e Wiew Motifications

% “Wiew Spztem [ndesing

Birthiz

Cazh Book

Deaths

Lookup Listz

Marriages

FOS

B

W OK X Close | “? Hebp |

V' OK

12. Select Change Password and click
The Admin Parameters dialog displays:

Admin Parameters f'>__<

0ld Pazsward ||

Mew Paszward |

Canfirm Mew Passward |

V’ ] x Cancel | ? Help

13. Enter your existing password.
14. Enter a new password and confirm it by re-entering it.

15, click L% |
The password is updated on the server.
If the two instances of the new password do not match, an error message displays:

M Admin Task Results D_q

The two new passwords you entered are not the same
Password change aborted.

' OK & Save | &) Frirt |

Password Management Vita|ware° 13
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16.

Re-enter the new password.
If the new password does not pass the validation criteria, an error message displays:

ﬂ Admin Task Results

X]

Enter existing login password:
New Password:

Please try again
New Password:

Please try again
New Password:

£

o 0K

-~

passwd: Password too short - must be at least & characters.

passwd: Password too short - must be at least & characters.

[l

K Save | & Prirt

Enter a new password that passes validation.

Click v 0K once the password is updated:

ﬂ Admin Task Results

X

-bash-3_2% passwd: Changing password for
Enter existing login password:

MNew Password:

Pe-enter new Password:

-bash-3_2%
£ |

passwd: password successfully changed for bjm

" OF I Save | &5 Prirt |

bim b

<
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SECTION 3

Managing Passwords

In this section we look at the commands used by a System Administrator to manage user
passwords. Unfortunately there is no utility common to all systems on which Vitalware runs
(Unix and Windows) that provides a common interface to password management. In fact,
even within the Unix family of systems no such utility exists. As such, we will look at the
support provided by the four most common platforms on which the Vitalware server is
installed:

. Solaris 10
. Linux

. FreeBSD
. Windows

Password Management Vitﬁ'WElre&’\ 1
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1. Password Ageing

Password ageing allows a System Administrator to force users to change their password
within a given number of days. For example, your institution may have a policy that users
must change their passwords at least once a quarter.

Solaris 10

The passwd command is used to set up password ageing on Solaris 10. The format of the
command is:

passwd -n min -X max user

where:

min is the minimum number of days required between password
changes.

Not supported by Vitalware due to limitations in Solaris.

max is the maximum number of days for which the password is valid.
Once max days have elapsed without a password change, the user
will be prompted for a new password at the next successful log in. A
max value of -1 is used to disable password ageing.

user is the name of the user account to which the restrictions are to
apply.

The default values for min and max are defined in the file /etc/default/passwd. There
are two variables used to set the minimum and maximum ageing values:

. MINWEEKS
The minimum number of weeks between password changes. The default value is
empty, implying no minimum is set.
Not supported by Vitalware due to limitations in Solaris.

o MAXWEEKS
The maximum number of weeks between password changes. The default value is
empty, implying no maximum is set.

Setting the minimum and / or maximum default values to non-empty in
/etc/default/passwd will result in users without ageing having it enabled the next time
their password is modified.

Password ageing is supported by the Shadow and NIS+ password databases. LDAP and
AD also support password ageing via the shadowAccount class object.

16

Vitﬁ'Ware*A Password Management
Wital Fieconds Management



Managing Passwords

Linux

The chage command is used to set up password ageing on Linux. The format of the
command is:

chage -m min -M max user

where:

min is the minimum number of days required between password
changes. A value of zero indicate there is no minimum.

max is the maximum number of days for which the password is valid.
Once max days have passed without a password change, the user
will be prompted for a new password at the next successful log in. A
max value of 99999 is used to disable password ageing.

user is the name of the user account to which the restrictions are to
apply.

The default values for min and max are defined in the file Zetc/login.defs. There are
two variables used to set the minimum and maximum ageing values:

e PASS_MIN_DAYS

The minimum number of days between password changes. The default value is zero,
implying no minimum is set.

e PASS_MAX_DAYS

The maximum number of days between password changes. The default value is
99999, implying no maximum is set.

Setting the minimum and / or maximum default values to non-empty in Zetc/login.defs
will result in users without ageing having it enabled the next time their password is
modified.

Password ageing is supported by the Shadow password database only. LDAP and AD also
support password ageing via the shadowAccount class object, however changes to a
user's settings must be made via Idapmodify or an Idap client (e.g. Active Directory
Explorer for AD).

Password Management Vitﬁ'Ware&A ol
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FreeBSD

FreeBSD provides a limited form of password ageing. Rather than setting a minimum and
maximum number of days between password changes, it allows you to set the date on
which a password should expire. Once the date arrives the user will be prompted for a new
password. The pw command is used to set the date on which a password expires:

pw usermod user -p date

where:

user is the name of the user account to which the restrictions are to
apply.

date is the date on which the password will expire. The date format is
dd-mmm-yyyy (e.g. 23-Oct-2011). An empty value is used to
remove an expiry date.

When the new password is set the expiry date field is cleared.

If you want to have a new expiry date calculated automatically when a password is set, you
need to specify the passwordtime attribute in the log in class file located at
/etc/login.conf. The login class file allows a set of system attributes (resource usage,
etc.) to be set on a login class basis. A user is then assigned to a login class using the pw
command:

pw usermod user -L class

where:

user is the name of the user account to be added to the login class.

class is the class name as specified in the file Zetc/login.conf.

To set the system wide password expiry date, the default login class should be modified to:

default:\
:passwordtime=time:\

where:

time is the time interval to set for a password to expire. A large number
of formats are available for the value with nnnd being the most
common. For example, 90d would indicate the password will expire
ninety days after it was last set.

If you change values in Zetc/login.conf, you need to rebuild the internal database by
executing:

cap_mkdb /etc/login.conf
Password ageing is supported by Unix and NIS+ password databases only. LDAP and AD

also support password ageing via the shadowAccount class object, however changes to a
user's settings must be made via ldapmodify or an Idap client (e.g. Active Directory

18
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Explorer for AD).

Windows

Password ageing is set on a Windows server running Vitalware via either a Local or Global
Security Policy. The Local Security Policy editor is invoked by running secpol .msc. The
Global Security Policy Editor is started by running gpedit.msc. The policy paths are:

Local Security Policy
Security Settings/Account Policies/Password Policy
Global Security Policy

[computer name] Policy/Computer Configuration/Windows
Settings/Security Settings/Account Policies/Password Policy

There are two attributes used to set the minimum and maximum ageing values:

Minimum password age

The minimum number of days between password changes. A value of zero implies
there is no minimum number of days.

Maximum password age

The maximum number of days between password changes. A value of zero implies
there is no maximum number of days.

When a password expires, the user will be prompted to enter a new password when they
next log in to Windows. Vitalware will not prompt for a new password when a Windows
password expires, rather the user will not be able to access the system.

Password Management Vitﬁ'Ware*A 19
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Examples

Example 1

Our institution has a policy that passwords must be changed at least once a quarter. There
is no minimum time between changes.

Solaris 10

As the policy is a default setting the best solution is to edit Zetc/default/passwd and set
the following entries:

MINWEEKS=
MAXWEEKS=13

Linux

As the policy is a default setting the best solution is to edit /etc/login.defs and set the
following entries:

PASS_MIN_DAYS=0
PASS_MAX_DAYS=90

FreeBSD

As the policy is a default setting the best solution is to edit Zetc/login.conf and update
the default login class to contain the following entry:

default:\
Zpasswordtime=90d:\

Windows

If the setting is to be domain wide, then the Global Security Policy should be updated,
otherwise if it is machine specific, the Local Security Policy should be used. The following
attributes should be set:

Minimum password age setto O.

Maximum password age set to 90.

20
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Example 2

We have a default policy of forcing password changes every quarter, however we have a
certain user (boris) for which we would like to disable password ageing.

Solaris 10

The following command may be used to disable password ageing for user boris:
passwd -x -1 boris

Linux

The following command may be used to disable password ageing for user boris:
chage -M 99999 boris

FreeBSD

The following command may be used to disable password ageing for user boris:
pw usermod boris -p *"

Windows
View the properties for the user account. If Active Directory is enabled, run dsa.msc to

view Active Directory users, otherwise run lusrmgr.msc to list local users. Right-click on
user boris and select Properties. Turn on the Password never expires checkbox:

Password Management Vitﬁ'Ware*A 2
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wvw Properties

General | Member OF | Prafie |
L

Full hame: | k.E “itahware Administrakor |

Dezcription: | k.E “itahware Administrator Account |

[Jzer must change pazzword at nest logon
[]User cannot change password
Hazzword never expires
[ &ezcount iz dizabled

Aocount iz locked out

] 8 H Cancel H Apply
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2. Password Reset

The password reset facility allows a System Administrator to force a user to change their
password the next time they log in successfully. It is generally used when a user forgets
their password. In this case the System Administrator sets a new password and then
forces the user to change it the next time they access the system.

Solaris 10

The passwd command is used to force a user to change their password the next time they
log in to Vitalware. The format of the command is:

passwd -f user

where:
user is the name of the user account to reset.

Password resetting is supported by the Shadow and NIS+ password databases. LDAP and
AD also support password resetting via the shadowAccount class object.

Linux

The chage command is used to force a user to change their password the next time they
log in to Vitalware. The format of the command is:

chage -d 0 user

where:
user is the name of the user account to reset.

Password resetting is supported by the Shadow and NIS+ password databases. LDAP and
AD also support password resetting via the shadowAccount class object.

FreeBSD

The pw command is used to force a user to change their password the next time they log in
to Vitalware. The format of the command is:

pw usermod user -p 0l-jan-2000

where:
user is the name of the user account to reset.

Password resetting is supported by the Shadow and NIS+ password databases. LDAP and
AD also support password resetting via the shadowAccount class object.
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Windows

View the properties for the user account. If Active Directory is enabled, run dsa.msc to
view the Active Directory users, otherwise run lusrmgr.msc to list local users. Turn off the

Password never expires checkbox, then turn on the User must change password at next
logon checkbox:

vw Properties

General | Member Of | Profile
g -

Full name: | K.E “itahware Administrator |

Mezeiphinn: |KF “italware Adminiztrabar decoont |

s er rast change passward at nest lagon
Uzer cannot change password
Paszzword never expires

[ ] Account is dizabled

Account iz locked out

0K || Cancel || apply
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Example

User boris has forgotten his password. We would like to reset it to his user name and
force him to change it the next time he logs in to Vitalware.

Solaris 10

The commands required to reset boris's password are:

passwd boris
passwd -f boris

Linux

The commands required to reset boris's password are:

passwd boris
chage -d 0 boris

FreeBSD

The commands required to reset boris's password are:

passwd boris
pw usermod boris -p 01-jan-2000

Windows

If Active Directory is enabled, run dsa.msc to view the Active Directory users, otherwise
run lusrmgr.msc to list local users. Right-click on user boris and select Set Password....
Change the password as required. View the properties for user boris and turn off the
Password never expires checkbox, then turn on the User must change password at next
logon checkbox.
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3. Account Ageing

The account ageing facility allows a System Administrator to set a date after which the user
account becomes inactive. If a user tries to access Vitalware after the set date, a message
indicating that the account has expired is displayed and access is denied.

Solaris 10

The usermod command is used to set / remove an expiry date for a user account. The
format of the command is:

usermod -e date user

where:

date is the date after which the account is no longer valid. The date
format used is mm/dd/yy. An empty date value is used to remove
an expiry date.

user is the name of the user account to expire.
Account ageing is supported by the Shadow and NIS+ password databases. LDAP and AD

also support account expiry via the shadowAccount class object, however setting the
expiry date must be done via an LDAP client, rather than the usermod command.

Linux

The chage command is used to set / remove an expiry date for a user account. The format
of the command is:

chage -E date user

where:

date is the date after which the account is no longer valid. The date
format used is yyyy-mm-dd. An empty date value is used to remove
an expiry date.

user is the name of the user account to expire.
Account ageing is supported by the Shadow and NIS+ password databases. LDAP and AD

also support account expiry via the shadowAccount class object, however setting the
expiry date must be done via an LDAP client, rather than the chage command.

26
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FreeBSD

The pw command is used to set / remove an expiry date for a user account. The format of
the command is:

pw usermod user -e date

where:

date is the date after which the account is no longer valid. The date
format used is dd-mm-yyyy. An empty date value is used to remove
an expiry date.

user is the name of the user account to expire.

Account ageing is supported by the Unix and NIS+ password databases. LDAP and AD
also support account expiry via the shadowAccount class object, however setting the
expiry date must be done via an LDAP client, rather than the pw command.
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Windows

Account ageing is only supported for Active Directory user accounts. Local accounts
cannot have an expiry date. Run dsa.msc and view the properties for the user account. On

the Account tab turn on the End of radio button in the Account expires group box. Set the
date after which the account will not be active:

B2
Member Cf I Dialdn | Environment I Sessions I
Remotecontrol |  Teminal Services Profle |  COMs |

. General I Address  Account | Profile I Telephones | Organization

User logon name:

| ! =

Iser logon name {pre-Windows 2000):
|win2o08\ [ v
Logan Hours ... Log©On To... |

™ Unlock account

Account options:;
[ User must change password at next logon ﬂ
™ User cannot change password
¥ Password never expires
[ Store password using reversible encryption j
— Accournt expires
Sunday . 2 October 2011 |
oK Cancel apy | Hep |
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Examples

Example 1

We have a number of students working for our institution over the summer break. We
would like to expire their accounts once they return to university on 1st March 2012.

In each case below, it is not possible to set the expiry date for all students with the one
command. Each user account needs to be set individually.

Solaris 10

The command required to set the expiry date is:
usermod -e "03/01/12" studentl

Linux

The command required to set the expiry date is:
chage -E "2012-03-01" studentl

FreeBSD

The command required to set the expiry date is:
pw usermod studentl -e "01-03-2012"

Windows
Run dsa.msc and view the properties for the studentl user account. On the Account tab

turn on the End of radio button in the Account expires group box. Set the expiry date to 1
March 2012.
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Example 2

One of the students (student?2) is not returning to university and will continue to work for

us for the foreseeable future. We need to remove their expiry date.
Solaris 10

The command required to remove the expiry date is:
usermod -e """ student2

Linux

The command required to remove the expiry date is:
chage -E "" student2

FreeBSD

The command required to remove the expiry date is:

pw usermod student2 -e

Windows

Run dsa.msc and view the properties for the student2 user account. On the Account tab

turn on the Never radio button in the Account expires group box.

30

Vitalware‘/\

Password Management



Managing Passwords

4. Account Locking

The account locking facility allows a System Administrator to turn off access for a user
account. While the account is locked, the user will not be able to log in to Vitalware. The
error message will indicate an incorrect user name / password combination has been
supplied. When an account is unlocked the user may access Vitalware again using their
old password. Account locking is useful if a user is leaving for an extended period of time,
but does plan to return in the future.

Solaris 10

The passwd command is used to lock / unlock a user's account. The format of the
commands used to lock and unlock an account respectively is:

passwd -1 user
passwd -u user

where:
user is the name of the user account to lock / unlock.

Account locking is supported by the Shadow and NIS+ password databases. LDAP and
AD also support account locking via the posixAccount class object.

Linux

The passwd command is used to lock / unlock a user's account. The format of the
commands used to lock and unlock an account respectively is:

passwd -1 user
passwd -u user

where:
user is the name of the user account to lock / unlock.

Account locking is supported by the Shadow and NIS+ password databases. LDAP and
AD also support account locking via the posixAccount class object.
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FreeBSD

The pw command is used to lock / unlock a user's account. The format of the commands
used to lock and unlock an account respectively is:

pw lock user
pw unlock user

where:
user is the name of the user account to lock / unlock.
Account locking is supported by the Unix and NIS+ password databases. LDAP and AD

also support account locking via the posixAccount class object.

Windows

View the properties for the user account. If Active Directory is enabled, run dsa.msc to
view the Active Directory users, otherwise run lusrmgr.msc to list local users. Turn on the
Account is disabled checkbox:

wvw Properties

General | Member Of | Prafile
L

Full narne: | F.E Witalweare Sdminiztrator |

Drezcriphion: | K.E “italware Adminiztrator Account |

[1User cannat change passward
Massward never expires

Account iz dizabled

OF. H Cancel H Apply
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Examples

Example 1

User boris has taken leave for a year. We would like to lock his account while he is away.
Solaris 10

The command required to lock the user account is:
passwd -1 boris

Linux

The command required to lock the user account is:
passwd -1 boris

FreeBSD

The command required to lock the user account is:
pw lock boris

Windows
If Active Directory is enabled, run dsa.msc to view the Active Directory users, otherwise

run lusrmgr.msc to list local users. View the properties for user account boris. Turn on
the Account is disabled checkbox.
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Example 2

User boris has now returned from leave and we would like to unlock his account.
Solaris 10

The command required to unlock the user account is:
passwd -u boris

Linux

The command required to unlock the user account is:
passwd -u boris

FreeBSD

The command required to unlock the user account is:
pw unlock boris

Windows
If Active Directory is enabled, run dsa.msc to view the Active Directory users, otherwise

run Tusrmgr.msc to list local users. View the properties for user account boris. Turn off
the Account is disabled checkbox.
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5. Maximum Retries

The maximum retries setting allows a System Administrator to set the maximum number of
incorrect passwords that may be entered consecutively before the user's account is locked.
Implementing a maximum retries limit is useful if you suspect people are trying to break
into user accounts by guessing their password.

Solaris 10

Solaris 10 provides a variable called RETRIES in the file /etc/default/login for setting
the maximum number of password retries before an account may be locked. The default
value is empty, implying no limit.

Solaris 10, by default, does not lock an account when the limit is reached. In order to lock
the account two mechanisms are provided. The first mechanism is system wide, while the
second is on a per user basis. The system wide setting is found in the file
/etc/security/policy.conf. The LOCK_AFTER_RETRIES variable must be set to YES to
force accounts to be locked once the maximum number of retries is triggered. The setting
may also be enabled on a per-user basis in the file /etc/user_attr. The usermod
command is used to set the per-user value:

usermod -K lock after_retries=value user

where:

value is no (account locking is disabled once the retries limit is reached)
or yes (account locking is enabled once the retries limit is reached).

user is the name of the wuser account for which to set
lock_after_retries.

Once an account has been locked due to exceeding the maximum number of tries, the
user cannot log in to Vitalware until the account is unlocked (via passwd -u user).

Account locking after a maximum number of incorrect passwords is supported by the
Shadow and NIS+ password databases. LDAP and AD also support account locking via
the posixAccount and shadowAccount class objects.
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Linux

Linux uses the pam_tally module in the PAM sub-system to implement account locking
after a set number of failed passwords. In order to enable the module you need to include it
in the Texpress PAM configuration file located at /etc/pam.d/texpress. The following
two entries need to be added:

auth required pam_tally.so onerr=fail deny=5
account required pam_tally.so reset

The order of these two lines in the PAM configuration file is important. The first line must
appear before the entry for:

auth ... pam_unix.so
and the second line must appear after the entry for:

account ... pam_uniX.so

The deny argument determines the number of failed password attempts before the user
can no longer log in to the system.

Once a user has reached the deny limit, they cannot log in until the number of failed
passwords is reset to zero. The faillog command is used to reset the count (and hence
allow the user to retry logging in):

faillog -r -u user

where;:
user is the name of the user account to unlock.

It is also possible to set the maximum number of password attempts on a per user basis,
rather than system wide. If per-user limits are to be used, the PAM entries in the
configuration file should be altered to:

auth required pam_tally.so onerr=fail deny=5 per_user
account required pam_tally.so reset

The faillog command is then used to set the per-user limit:
faillog -u user -m max

where:

max is the number of password failures before the account is disabled. A
value of zero turns off checking.

user is the name of the user account for which to set the limit.
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FreeBSD

Like Linux, FreeBSD also uses PAM to provide support for setting a maximum number of
login attempts before a user is locked out. FreeBSD uses the pam_abl module to provide
the required PAM support. The pam_abl package is not installed on a FreeBSD system by
default. You may need to install the package before enabling it.

To enable the module you need to include it in the Texpress PAM configuration file located
at /etc/pam.d/texpress. The following entry needs to be added:

auth required /usr/local/lib/pam_abl.so
config=/usr/local/etc/pam_abl.conf

The position of this line in the PAM configuration file is important. The line must appear
before the entry for:

auth ... pam_unix.so

The config argument defines the location of the pam_abl configuration file. The
configuration file allows system wide and per-user properties to be set.

To set a system wide entry, edit the configuration file located at
/usr/local/etc/pam_abl ._conf and alter the host_rule property. The format of the
setting required to set the maximum login retries is:

*:retries/period

where:

retries  is the number of login attempts before locking out the user.

period is the period in which the retries have to occur for the user to be
locked out. The period is generally a number of days, for example
30d. After the period has expired, the account may be accessed
again.

To set a user specific entry, the user_rule should be used. The format of a user specific
entry is:
user:retries/period

where:

user is the name of the user account to which the setting applies.

The remaining values are the same as for the host_rule property. More sophisticated
rules may be set. Please see the manual entry for pam_abl for complete details.

The pam_abl command is used to clear an account once it has been disabled. The format
of the command is:

pam_abl --okuser user

where:

user is the name of the user account to be re-enabled.
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Windows

Disabling an account after a maximum number of login attempts is set on a Windows
server running Vitalware via either a Local or Global Security Policy. The Local Security
Policy editor is invoked by running secpol.msc. The Global Security Policy Editor is
invoked by running gpedit.msc. The policy paths are:

° Local Security Policy
Security Settings/Account Policies/Account Lockout Policy

. Global Security Policy
[computer name] Policy/Computer Configuration/Windows
Settings/Security Settings/Account Policies/Account Lockout Policy

The property used to control the maximum number of login attempts before disabling an
account is:

. Account lockout threshold [the number of password attempts after which the
account will be locked]

Once an account has been disabled, it must be re-enabled before the user can access
Vitalware.
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Examples

Example 1

Our institution has a policy of allowing five failed log in attempts before locking a user
account. To unlock the account the user must contact the System Administrator.

Solaris 10

The setting required in the file /etc/default/login is:
RETRIES=5

and the setting required in the file /etc/security/policy.conf is:
LOCK_AFTER_RETRIES=YES

Linux

Add the following line to Zetc/pam.d/texpress

auth required pam_tally.so onerr=fail deny=5
The line should be added before the line:

auth ... pam_unix.so
FreeBSD

Install pam_abl and add the following line to the PAM configuration file located at
/etc/pam.d/texpress (note that this should be entered on a single line):

auth required Zusr/local/lib/pam _abl.so
config=/usr/local/etc/pam_abl.conf

The line should be added before the line:

auth ... pam_unix.so

Edit the pam_abl configuration file located at Zusr/local/etc/pam_abl .conf and add the
line:

host _rule=*:5/1h
The rule will allow up to five incorrect log in attempts per hour.
Windows
If the setting is to be domain wide, then the Global Security Policy should be updated,;
otherwise, if it is machine specific, the Local Security Policy should be used. The following

attribute should be set:

Account lockout threshold setto 5.

Password Management Vitﬁ'Ware&A 39
Wital Fieconds Management



Managing Passwords

Example 2

We have one particular user (boris) who suffers from dyslexia, so we do not want to lock
his account after five incorrect password submissions.

Solaris 10

The command required to disable account locking for user boris is:

usermod -K lock after_retries=no boris
Linux
Edit the PAM configuration file located at Zetc/pam.d/texpress and add the per_user
property to the pam_tal ly auth entry:
auth required pam_tally.so onerr=fail deny=5 per_user
The command required to disable account locking for user boris is:
faillog -m 0 -u boris
FreeBSD

Edit the pam_abl configuration file located at Zusr/local/etc/pam_abl .conf and add the
following entry:

user_rule=boris:100/1s

While the above rule does not disable the checking, it will only lock out a user if there are
more than 100 login attempts per second (which is very unlikely).

Windows

Windows does not provide a per-user setting for the number of login attempts before
locking a user's account.
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6. Valid Passwords

When a user submits a new password for updating it may be worthwhile checking that the
password is sufficiently obscure as to not be easily guessed. The check may include

looking for:

. known words

. a mixture of characters and digits
° a mixture of lower case and upper case characters

. a minimum length

The password validation facility provides a mechanism where new passwords can be
checked against a number of criteria before being approved for updating.

Solaris 10

Solaris 10 provides support for checking that a new password supplied by a user meets a

minimum set of conditions. The conditions are defined in the file /etc/default/passwd

and are checked each time a user sets a new password. If the new password does not

pass all checks, it is disallowed. The checks available are:

DICTIONDBDIR

DICTIONLIST

HISTORY

MINALPHA

The path of a directory containing a series of pre-compiled
dictionary files. The files are checked to see if a new
password appears in one of them. If so, the password is
rejected. The mkpwdict command is used to build the pre-
compiled dictionary files. The default value is empty, implying
a dictionary check is not performed.

A comma separated list of full file names to dictionary files.
Each dictionary file should contain one word per line with a
newline character used to end the line. A new password is
checked against the contents of the dictionary files before
being passed. The default value is an empty list, implying
dictionary look ups are not performed.

The maximum number of prior passwords to maintain for
each user. When a user submits a new password it is
checked against the last HISTORY passwords the user has set
and if a match occurs, the password is disallowed. If the value
for HISTORY is empty or zero, password histories are
disabled. The default value is empty, implying password
histories are disabled. Password histories are only supported
by the Shadow password database.

The minimum number of alphabetic characters required. If
MINALPHA is not set, the default is 2.
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MINDIGIT The minimum number of digits required. If MINDIGIT is not
set or is set to zero, the default is no checks. You cannot set
MINDIGIT if MINNONALPHA is specified.

MINNONALPHA The minimum number of non-alpha characters (including
numeric and special) required. If MINNONALPHA is not set, the
default is 1. You cannot set MINNONALPHA if either MINDIGIT
or MINSPECIAL is specified.

MINSPECIAL The minimum number of special characters (non-alphabetic
and non-digit) required. If MINSPECIAL is not set or is zero,
the default is no checks. You cannot set MINSPECIAL if you
specify MINNONALPHA.

MINLOWER The minimum number of lower case letters required. If not set
or zero, the default is no checks.

MINUPPER The minimum number of upper case letters required. If not set
or zero, the default is no checks.

MINDIFF The minimum character differences required between an old
and a new password. If MINDIFF is not set, the default is 3.

NAMECHECK Enable / disable checking for the user name as the password.
The default is to perform the check. A value of NO disables
this feature.

PASSLENGTH The minimum acceptable length for a password in characters.

WHITESPACE Whether whitespace characters (space, tab, etc.) are
acceptable in a password. The default value is that
whitespace is acceptable. A value of NO disables this feature.

As you can see Solaris 10 provides quite a bit of control over what constitutes a valid
password. The settings above are on a system wide basis. It is not possible to apply any of
the settings on a per-user basis.
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Linux

Linux uses the pam_cracklib module in the PAM sub-system to implement password
validation. In order to enable the module you need to include it in the Texpress PAM
configuration file located at /etc/pam.d/texpress. The following two entries need to
replace the existing password entry:

password required pam_cracklib.so minlen=6 difok=3
password required pam_unix.so use_authtok

The pam_cracklib module takes a humber of parameters, including:

. minlen
The minimum length for an acceptable password.
. difok

The minimum number of characters difference between the previous password and
the new password.

. dictpath

Full  file prefix for cracklib dictionaries. The default value s
/usr/lib/cracklib.dict. The cracklib dictionary extensions are:

o -hwm
. -pwd
. -pwi

pam_cracklib provides a dictionary containing over 50,000 words. It is also possible to
configure pam_cracklib to enforce passwords to contain a mixture of lowercase,
uppercase, digits and special characters. See the pam_cracklib manual page for
complete details on how to configure these restrictions.

FreeBSD

FreeBSD uses the pam_passwdgc module in the PAM sub-system to implement password
validation. In order to enable the module you need to include it in the Texpress PAM
configuration file located at /etc/pam.d/texpress. The following two entries need to
replace the existing password entry:

password requisite pam_passwdgc.-so enforce=users
password required pam_unix.so no_warn try Ffirst pass

The pam_passwdqc module takes a humber of parameters, including:

. enforce
Indicates whether weak passwords should be allowed. The allowed values are:
. everyone - strong password are enforced for all users.

. users - strong passwords are enforced for all non-root users.
. none - strong passwords are not enforced.
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o max
The maximum allowed password length. The default value is 40.

° match

The length of a common sequence between old and new passwords for the new
password to be considered unsuitable. The default value is four, while a value of zero
disables sub-string matching.

. min
The minimum allowed password lengths for different combinations of character
sequences. A password is broken down into a number of characters classes. The

classes are:
. digits
. lower-case letters

upper-case letters
other characters

The format of the setting for min is:
min=NO,N1,N2,N3,N4

where:

NO is the minimum length where a password contains characters
from one class only.

N1 is the minimum length where a password contains characters
from two classes.

N2 is the minimum number of words for a passphrase (not used by
Vitalware).

N3 is the minimum length where a password contains characters

from three classes.

N4 is the minimum length where a password contains characters
from all four classes.

A value of disabled is used to disallow passwords of a given format. The default
value is min=disabled,24,12,8,7.

pam_passwdqc does not provide a dictionary look-up facility, however judicious use of the
min property forces users to submit passwords with non-obvious sequences.

. &
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Windows

Enabling password complexity requirements is set on a Windows server running Vitalware
via either a Local or Global Security Policy. The Local Security Policy editor is invoked by
running secpol .msc. The Global Security Policy Editor is invoked by running gpedit.msc.
The policy paths are:

. Local Security Policy
Security Settings/Account Policies/Password Policy
. Global Security Policy

[computer name] Policy/Computer Configuration/Windows
Settings/Security Settings/Account Policies/Password Policy

The property used to control password complexity is:

. Password must meet complexity requirements - specifies whether password
complexity checks are enabled or disabled. The default value for a domain controller
is enabled, otherwise disabled. The password complexity requirements are:

o must not contain the user's account name or parts of the user's full name that
exceed two consecutive characters.

o must be at least six characters in length.

. must contain characters from three of the following four categories:

upper-case characters (A through Z)

lowercase characters (a through z)

digits (0 through 9)

non-alphabetic characters (for example, !, $, #, %)

The property used to control password histories is:

o Enforce password history - specifies the number of unique new passwords required
before an old password may be re-used. The default value is 24 for a domain
controller, otherwise a value of zero is used.

Windows does not provide a dictionary look-up facility.
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SECTION 4

PAM Configuration

PAM (Pluggable Authentication Modules) is a very flexible authentication system. As the
name implies, it allows modules to be plugged in to provide specific functionality. Each
module looks after some part of the authentication process with the combination of the
results of each module determining whether access is granted.

For example, there is a module that provides LDAP functionality and another that provides
Unix / Shadow functionality and so on. In order to provide the password checks and
updates required by a given institution it is necessary to adjust the PAM configuration to
match the institution's policy. If an institution uses Active Directory to manage users, then
the PAM LDAP module must be enabled; if an institution uses dongles, then the required
PAM module (e.g. pam_usbng) needs to be enabled.

It is beyond the scope of this document to explain how to configure PAM (there are plenty
of good sources available on the internet). Rather we will look at configurations required to
support the functionality required for password management on:

. Solaris 10
) Linux
. FreeBSD

In order to provide general support for the password database used by your institution
(LDAP, AD, Shadow, etc.) within Vitalware you need to not only configure PAM, but also
NSS (Name Service Switch). The combination of PAM and NSS on Unix systems provide
the integration required to communicate with the various user / password databases. An
explanation of NSS is beyond the scope of this document, however sample NSS
configurations will be provided. The NSS configuration file is located at
/etc/nsswitch._conf.

The PAM configurations outlined in this section apply to the setup required by Vitalware
only. The configurations do not provide general purpose account access to the server via
PAM, rather they allow Vitalware to be configured to use the required user / password
database. The configurations show the settings required within the listed file, not the
complete contents of the file. Thus if you are configuring the PAM and NSS settings you
will need to amend the contents of the existing file, rather than replace them.

Password Management Vitﬁ'WarewA 4
Wital Fieconds Management



PAM Configuration

Solaris 10

The PAM configuration file used by Solaris 10 is located at /etc/pam.conf. The file
contains the configuration for all PAM services, rather than one service per file (as is used
by Linux and FreeBSD).

Shadow

The PAM and NSS configuration file segments required to provide Shadow database
support are:

/etc/pam.conf

#

# Vitalware Texpress service

#
texpress auth sufficient pam_rhosts_auth.so.1
texpress auth requisite pam_authtok get.so.1
texpress auth required pam_dhkeys.so.1
texpress auth required pam_unix_cred.so.1
texpress auth required pam_unix_auth.so.1l

/etc/nsswitch.conf

passwd: files

NIS & Shadow

The PAM and NSS configuration file segments required to provide NIS and Shadow
database support are:

/etc/pam.conf

#

# Vitalware Texpress service

#
texpress auth sufficient pam_rhosts_auth.so.1
texpress auth requisite pam_authtok get.so.1
texpress auth required pam_dhkeys.so.1
texpress auth required pam_unix_cred.so.1
texpress auth required pam_unix_auth.so.1

/etc/nsswitch.conf

passwd: files nis
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LDAP / AD & Shadow

The PAM and NSS configuration file segments required to provide LDAP or AD and
Shadow database support are:

/etc/pam.conf

#
# Vitalware Texpress service
#
texpress auth sufficient pam_rhosts_auth.so.1
texpress auth requisite pam_authtok get.so.1
texpress auth required pam_dhkeys.so.1
texpress auth required pam_unix_cred.so.1l
texpress auth binding pam_unix_auth.so.1
server_policy
texpress auth required pam_ldap.so.1
#
# Default Account service
#
other account requisite pam_roles.so.1
other account binding pam_unix_account.so.1
server_policy
other account required pam_ldap.so.1
#
# Password checking (used by Admin Task only)
#
passwd auth binding pam_passwd_auth.so.1
server_policy
passwd auth required pam_ldap.so.1
#
# Default Password service
#
other password required pam_dhkeys.so.1
other password requisite pam_authtok get.so.1
other password requisite pam_authtok check.so.1
other password required pam_authtok store.so.1

server_policy
/etc/nsswitch.conf
passwd: files ldap

If you select LDAP support, you will need to configure how to bind to the LDAP server. Use
the Idapclient command to specify these settings.
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Linux

The PAM configuration file used by Linux is located at /etc/pam.d/texpress. The file
contains the configuration for Vitalware services only.

Shadow

The PAM file and NSS file segments required to provide Shadow database support are:
/etc/pam.d/texpress

#

# Vitalware Texpress service

#

auth required pam_env.so

auth required pam_unix.so nullok try Ffirst pass
account required pam_unix.so

password requisite pam_cracklib.so try Ffirst pass
password required pam_unix.so md5 shadow nullok

try First_pass use authtok
/etc/nsswitch.conf
passwd: Files
shadow: Files

NIS & Shadow

The PAM file and NSS file segments required to provide NIS and Shadow database
support are:

/etc/pam.d/texpress

#

# Vitalware Texpress service

#

auth required pam_env.so

auth required pam_unix.so nullok try Ffirst pass
account required pam_unix.so

password requisite pam_cracklib.so try First pass
password required pam_unix.so md5 shadow nullok

try first_pass use authtok
/etc/nsswitch.conf
passwd: files nis
shadow: files nis

50 Vitalwal’e*A Password Management
Wital Fieconds Management



PAM Configuration

LDAP / AD & Shadow

The PAM file and NSS file segments required to provide LDAP or AD and Shadow
database support are:

/etc/pam.conf

#

# Vitalware Texpress service

#

auth required pam_env.so

auth sufficient pam_ldap.so

auth required pam_unix.so nullok try Ffirst pass
account sufficient pam_ldap.so

account required pam_unix.so

password requisite pam_cracklib.so try Ffirst pass
password sufficient pam_ldap.so

password required pam_unix.so md5 shadow nullok

try first_pass use authtok
/etc/nsswitch.conf
passwd: files ldap
shadow: files ldap

If you select LDAP support, you will need to configure how to bind to the LDAP server. The
LDAP configuration file is located at /etc/ldap.conf. See the manual entry for
Idap.conf for details on how to bind to an LDAP/AD server.
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FreeBSD

The PAM configuration file used by FreeBSD is located at Zetc/pam.d/texpress. The file
contains the configuration for Vitalware services only.

Unix
The PAM file and NSS file segments required to provide Unix database support are:
/etc/pam.d/texpress

#
# Vitalware Texpress service
#
auth required pam_unix.so try Ffirst pass
account required pam_login_access.so
account required pam_unix.so
password requisite pam_passwdgc.so enforce=users
password required pam_unix.so try Ffirst pass
/etc/nsswitch.conf
passwd: files
passwd_compat: nis
NIS & Unix
The PAM file and NSS file segments required to provide NIS and Unix database support
are:
/etc/pam.d/texpress
#
# Vitalware Texpress service
#
auth required pam_unix.so try Ffirst pass
account required pam_login_access.so
account required pam_uniX.so
password requisite pam_passwdgc-so enforce=users
password required pam_unix.so try Ffirst pass
/etc/nsswitch.conf
passwd: files nis
passwd_compat: nis
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LDAP / AD & Unix

The PAM file and NSS file segments required to provide LDAP or AD and Unix database

support are:
/etc/pam.conf

/usr/local/lib/pam_ldap.so
pam_unix.so try Ffirst pass
pam_login_access.so
/usr/local/lib/pam_ldap.so
pam_uniX.so

pam_passwdgc.so enforce=users
/usr/local/lib/pam_ldap.so use_authtok

#

# Vitalware Texpress service

#

auth sufficient
try first_pass

auth required

account required

account sufficient

account required

password requisite

password sufficient

password required

/etc/nsswitch.conf

pam_unix.so try Ffirst pass

passwd: files ldap

If you select LDAP support, you will need to configure how to bind to the LDAP server. The
PAM LDAP configuration file is located at:

/usr/local/etc/ldap.conf

A copy of the configuration file should be linked to:

/usr/local/etc/nss_ldap.conf

to provide the required NSS LDAP configuration.
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Dynamic Security

SECTION 1

Dynamic Security

The default security model used by Vitalware is static in nature. User and Group privileges
are defined in the Vitalware Registry and loaded into a module when it is invoked. Once
invoked the security of the module remains the same throughout its lifetime. If a user can
change the contents of a given field, then they can change it for all records (assuming
Record Level Security allows the record to be modified). In some instances it would be useful
to allow some security settings to be altered based on information stored in the current
record.

For example:

1.  The Data Entry group are able to change all fields on unregistered records and only
non-certificate fields on registered records. The current Vitalware security model does
not provide a mechanism for implementing this requirement via Registry settings. It is
possible to "hard wire" such functionality into the Vitalware client, however it becomes
very difficult to change as new requirements arise.

What would be useful is a mechanism that allows access to a column to be modified
based on the contents of the record.

2. Similarly, you may require certain fields to be filled depending on the type of record.
For Registration records you may require the Informant information to be specified,
while for Index records this information should not be specified (in fact, it should not
even be shown). The Vitalware Mandatory Registry entry allows a field to be defined
as mandatory, however it is not possible to use this Registry entry to specify
conditional mandatory settings.

As with the first example, it would be useful to allow the mandatory setting for a field to
be set based on the contents of the record.

3.  Alternatively, you may want to alter Record Level Security settings based on the
contents of data within the record when the record is saved. One such requirement
may be that records whose record status is set to voided may only be edited by users
in group Admin. Such a feature can be "hard wired" into the database server.

However a solution that uses the Registry would provide a more flexible mechanism.

With the addition of two Registry settings, Vitalware 2.2.02 implements a flexible and
dynamic security module which can adapt based on the data stored within a record:

° The Column Access Modifier Registry entry handles the first example above, that is
the ability to alter column access based on the contents of the record.

o The Mandatory Modifier Registry entry handles the second example above, that is the
ability to adjust mandatory settings based on the contents of the record.

° The Security Update Registry entry provides for the second example, that is the ability
to change Record Level Security based on the contents of the current record.

In this document we look at all three Registry entries and explain how they may be used to
provide a dynamic security model, i.e. one that changes based on the data in the current
record.
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Security Update

SECTION 2

Security Update

The Security Update Registry entry allows the contents of one or more fields to be modified
based on the value in a field whenever a record is saved (inserted or modified). Importantly,
the Record Level Security (RLS) fields:

. SecCanDisplay
(] SecCankdit
. SecCanDelete

may be adjusted, allowing the record security to be modified. However, the Registry entry is
not restricted to RLS fields, and any combination of fields may be adjusted.

The format of the entry is:

User |USer|Table|table| security|Update | column|value | settings
User|US€r|Table|Default|Security|Update |column|value | settings
Group |group | Table | table | Security|Update | column|value | settings
Group | group | Table |Default | Security|Update | column | value| settings
Group|Default|Table|table|Security|Update|column|value|settings
Group|Default|Table|Default|Security|Update|column|value|settings

where:

column  defines which field should be consulted to look for a matching value.

value is a Vitalware based search pattern.

If there is a match of the data in column with the value query, then the
Registry entry is used and settings is applied.

@ If column contains a table of values, each entry is checked against
value.

Since value is a pattern, particular attention must be paid if you want to
match the complete contents of a field.

For example, to match pending but not pending Payment, the pattern
~Pending$ should be used. It is important to remember that value operates
in the same way as an Vitalware search term.

All comparisons of value are case insensitive.
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settings is a semi-colon separated list of assignments to columns that is applied if
there is a match of the data in column with the value query.
The format of settings is:
column=[+/-1term: [+/-1term: .. .;column=[+/-1term: . ..
where:

column is the name of the column to be modified.

term is the value to be set in column.

e |If term is preceded by a plus symbol (+), the value is
added to the existing list of values.

e |If term is preceded by a minus sign (-), the value is
removed from the existing list of values.

e If no symbol precedes a term, the current contents of
column are removed and replaced with ferm.

e If more than one term is supplied for a given column,
separated by colons (:), each term is applied one after
the other.

e If more than one column is to be modified, each set of
column settings is separated by a semi-colon (;).
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Examples

If we want Record Level Security to be adjusted so that users in group Adoptions are the only
ones allowed to view, edit and delete records that have a record status of aAdoption, the
following entry can be used:

Field Value

Key 1 Group

Key 2 Default

Key 3 Table

Key 4 Default

Key 5 Security

Key 6 Update

Key 7 RecordStatusFlag
Key 8 ~AS

Value SecCanView=Group Adoption;SecCanEdit=Group
Adoption; SecCanDelete=Group Adoption

Keys 7 and 8 indicate that the entry only applies where the RecordStatusFlag field matches
the pattern ~as (i.e. where the field contains a only). If this is not the case, then the Registry
entry is ignored. Where a record does match, the SecCanEdit field is set to Group Adoption.
As a leading plus or minus is not supplied, the contents of SecCanEdit are replaced with
Group Adoption. A similar update occurs for SecCanDelete and SecCanView.

A more complex example would involve removing edit access for all users in group Data
Entry when a record is cancelled. Let's assume that the field RecOrdStatus contains the
word cancelled for records that are no longer valid registrations. A suitable Registry entry
would be:

Field Value

Key1  Group
Key 2 Default

Key 3 Table

Key 4 ebirths

Key 5 Security
Key 6 Update

Key 7 RecOrdStatus
Key 8 ~Cancelleds

Value SecCankEdit=-Group Data Entry

5 Vitalware"/\ Dynamic Security
Vital Fleconds Management



Security Update

Notice how the terms to set have a leading minus sign, indicating the term (in this case the
group name) is to be removed from the field SecCanEdit.

A third example requires all records with a print status of rReady to have group Counter
removed and group Print added for both displaying and editing the record. The field
containing the print status is ReadyToPrint. A suitable Registry entry is:

Field Value

Key 1 Group

Key 2 Default
Key3 Table

Key4  epos

Key 5 Security
Key 6 Update

Key 7 ReadyToPrint
Key 8 ~YS

Value SecCanDisplay=-Group Counter:+Group Print; SecCanEdit=-Group
Counter:+Group Print

Notice how more than one field may be updated with a single Registry entry. Note also:

° If a term has a leading plus symbol and the term already appears in the field, it is not
added again.

. Similarly, if a term has a preceding minus and it does not appear in the field, it is
ignored.

In this final example we restrict the display privilege for records that have not been approved
for viewing on the intranet to groups Admin, Registrations and Adoptions. Once the record
has been approved for viewing on the intranet we will allow all users to view the record. In
this case two Registry entries are required:

o The first restricts access for records not available on the intranet.

o The second allows access to all users for record available on the intranet.

Suitable Registry entries are:
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Field Value

Key 1 Group

Key 2 Default

Key 3 Table

Key 4 ebirths

Key 5 Security

Key 6 Update

Key 7 AdmPublishWebPasswordFlag

Key 8 N

Value SecCanDisplay=Group Admin:+Group Registrations:+Group Adoptions

Field Value

Key 1 Group

Key 2 Default

Key 3 Table

Key 4 ebirths

Key 5 Security

Key 6 Update

Key 7 AdmPublishWebPasswordFlag

Key 8 Y

Value SecCanDisplay=Group Default

Notice how the first term in the first Registry entry (Group Admin) does not have a leading
plus or minus, meaning it replaces the current contents of SecCanDisplay. The following
terms require a leading plus symbol otherwise they will also clear the current contents rather

than adding to the first term. The second Registry entry replaces the contents of
SecCanDisplay with group Default (this allows access for everyone).

By using a combination of Registry entries it is possible to produce quite sophisticated and
dynamic privilege changes.
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What's happening behind the scenes

The Security Update Registry entry is a Record Level Security based Registry entry and like
all RLS Registry entries it is enforced by the database engine. The security file stored in
the table directory provides the configuration used for RLS. The XML format of the security
file has been extended to allow the contents of the Security Update Registry entry to be
accommodated. Consider this entry:

Field Value

Key 1 Group

Key 2 Default
Key3 Table

Key 4 ebirths

Key 5 Security
Key6 Update

Key 7 RecordStatus
Key 8  “Cancelled$

Value SecCanEdit=Group Admin:+Group Registration;SecCanDelete=Group
Admin:+Group Registration

The extra XML generated in the security file for this entry is:

<updates>
<update name="RecordStatus" value=""Cancelled$">
<columns>
<column name="SecCanEdit">
<values>
<value operation="replace" term="Group Admin"/>
<value operation="add" term="Group Registration"/>
</values>
</column>
<column name="SecCanDelete">
<values>
<value operation="replace" term="Group Admin"/>
<value operation="add" term="Group Registration"/>
</values>
</column>
</columns>
</update>
</updates>

As you can see the XML follows the sequencing of the Registry entry. If multiple Registry
entries exist, the <update> tags are repeated.

The good news is that you do not need to add the XML to the security file. Whenever a
security based Registry is added or modified in Vitalware, the security file is rebuilt
automatically, and all you need to do is add the Registry entries.
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The order of processing

The database server applies the Security Update settings whenever a record is saved (i.e.
for all insertions and updates). The entries are applied after assignment expressions have
been executed and before validation is run. This means that assignment expressions may
be used to build a composite value that may be tested by Security Update settings. For
example, it is possible to concatenate two fields into one that may then be checked.

It is also possible to apply sophisticated formula to calculate a field to be checked. For
example, you may want to set Security Update Registry entries based on a range of years for
a registration. You could use an assignment expression to set a value in a field based on the

ranges:

Range Value
<1913 Public
1913-Today Embargoed

You may then use these values, public and Embargoed in Security Update Registry entries.
Note that you cannot use validation code to compute values as the Security Update entries
are applied before validation code is executed.
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SECTION 3

Column Access Modifier

As the name suggests, the Column Access Modifier Registry entry is used to modify the
default Column Access values based on data found in the current record.

The format of the Registry entry is:

User |uUSer|Table |table|Column Access Modifier|column|value|settings

User |USer|Table|Default |Column Access Modifier|column|value|settings

Group|group| Table |table|Column Access Modifier|column|value|settings

Group|group|Table|Default |Column Access Modifier|column|value|settings

Group|Default|Table|table|Column Access Modifier|column|value|settings

Group|Default|Table|Default|Column Access Modifier|column|value|settings

where:
column

value

settings

defines which field should be consulted to look for a matching value.

is a case-insensitive match (i.e. patterns/wildcards are not allowed unlike with
the Security Update entry (page 3)). The value is checked against the complete
contents of column. The comparison is case insensitive. If column is a table of
values, then each entry in the table is tested. If one matches, the Registry entry
applies. Values of nuLL and NOT NULL may be used to represent empty and
non-empty values respectively.

is a semi-colon separated list of assignments to columns that is applied if there
is a match of the data in column with the value query.

The format of settings is:
column=[+/-1perm: [+/-1perm: . ..;column=[+/-1perm: . ..
where:

column is the name of the column to be modified.

perm s the permission to be adjusted.
e Aleading plus sign is used to add a permission.
e Aleading minus sign removes a permission.
e If no sign is supplied, the current permissions are replaced
(this works the same as for the Security Update entry).
The list of possible values for perm is:
e dvDisplay - See column while viewing a record.
e dvEdit - see column while modifying a record.
e dvInsert - see column while inserting a record.
e dvQuery - see column while searching for a record.
e dukdit -change column while modifying a record.
e dulInsert -change column while inserting a record.
e duQuery - change column while searching for a record.
e duReplace - Use column in a global replace command.

11
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Examples

For this example, we want to ensure the Stock Number field cannot be updated for issued
certificates, i.e. we want to remove the dukdit permission where the Verified field is v. A
suitable entry is:

Field Value

Key 1 Group

Key 2 Default

Key3 Table

Key 4 ecertificates

Key 5 Column Access Modifier

Key 6 StoVerified

Key 7 Y

Value StoStockNumberText=-duEdit

Now when certificate records are displayed, the Stock Number field will be grayed out

(indicating that it cannot be modified). To restrict the above entry to users in group Print only,
you would need to change Key 2 to print.

The Column Access Modifier Registry entry is generally set on a group or user basis.

Unlike the Security Update Registry entry, where changes are applied when a record is
saved, Column Access Modifier entries are applied immediately. If the content of a column is
changed and it matches an entry, the entry is applied at once. Also, after applying any
Column Access Modifier entries, any column affected by previous changes but not updated
with the current changes will be reset to its default setting (as defined by the Column Access
Registry setting).

In this next example, we want group Call Center to be able to change the Notes field for POS
records that are not cancelled. In order to provide this setting the default Column Access
settings must have dutdit enabled for group Call Center. The Registry entries required are:

Field Value

Key 1 Group

Key 2 Call Center
Key 3 Table

Key4  epos

Key 5 Column Access
Key 6 NotNotes

Value dvQuery;dvDisplay;dvEdit;dukEdit;duQuery
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Field Value

Key 1 Group

Key 2 Call Center

Key 3 Table

Key 4 epos

Key 5 Column Access Modifier
Key 6 RecOrdStatus

Key 7 Cancelled

Value NotNotes=-duEdit

The first entry sets the default permissions for the column NotNotes. Notice that dukdit is
enabled by default. This allows users in group Call Center to change the contents of the field.

The second entry modifies the default settings to turn off duedit where the record is

cancelled.

The above entries show how the Column Access Modifier Registry entry may be used with
the Column Access Registry entry to provide a predicable set of permissions for all record
status values.

In this last example we disable editing for all users in group Registrations of the AKA Name
field until a value is entered into the Surname field. The restriction is to apply when creating
records as well as modifying records. The following entry could be used:

Field Value

Key 1 Group

Key 2 Registrations

Key 3 Table

Key 4 edeaths

Key 5 Column Access Modifier

Key 6 DeceasedSurname

Key 7  NULL

Value DeceasedAlternateName=-duEdit:-dulnsert

13
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You may have been tempted to use the following entries:

Field Value

Key 1 Group

Key 2 Registrations
Key 3 Table

Key 4 edeaths

Key 5 Column Access Modifier
Key 6 DeceasedSurname
Key 7  NULL

Value DeceasedAlternateName=-duEdit:-dulnsert

Field Value

Key 1 Group
Key 2 Registrations
Key 3 Table

Key 4 edeaths

Key5 Column Access Modifier

Key 6 DeceasedSurname

Key 7 NOT NULL

Value DeceasedAlternateName=+duEdit:+dulnsert

to ensure that users can edit the AKA Name field if the surname is filled. The second
Registry entry forces the edit and insert privileges to be enabled even if the default Column
Access settings do not allow it. It may be your intention to have this behavior, however the
original brief only stipulated that edit and insert permissions should be disabled for AKA

Name if the surname is empty. It is not expressed what the permissions should be if the main
title is filled. Another way of writing the second set of Registry entries is:

Field Value

Key 1 Group

Key 2 Registrations
Key 3 Table

Key 4 edeaths

Key 5 Column Access
Key 6 DeceasedAlternateName

Value dvQuery;dvDisplay;dvEdit;dvInsert;dukdit;
dulnsert;duQuery;duReplace
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Field Value

Key 1 Group

Key 2 Registrations

Key 3 Table

Key 4 edeaths

Key 5 Column Access Modifier
Key 6 DeceasedSurname

Key 7  NULL

Value DeceasedAlternateName=-duEdit:-dulnsert

In this case the default column permissions enable edit and insert privileges, while the
second Registry entry disables edit and insert if the main title is empty. If the main title is
filled, the default permissions are applied, hence enabling edit and insert privileges.

15
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SECTION 4

Mandatory Modifier

The Mandatory Modifier Registry entry is used to modify the mandatory setting for a given
field based on data found in the current record.

The format of the Registry entry is:

User |USer|Table |table|Mandatory Modifier|column|value|settings

User |USer|Table|Default |Mandatory Modifier|column|value|settings
Group | group | Table | table |Mandatory Modifier |column|value|settings
Group | group|Table |Default |Mandatory Modifier |column|value | settings
Group|Default|Table|table | Mandatory Modifier|column|value|settings
Group|Default|Table|Default|Mandatory Modifier|column|value|settings

where:

column  defines which field should be consulted to look for a matching value.

value is a case-insensitive match (i.e. patterns/wildcards are not allowed unlike
with the Security|Update entry). The value is checked against the complete
contents of column. The comparison is case insensitive. If column is a table
of values, then each entry in the table is tested. If one matches, the Registry
entry applies. Values of NULL and NOT NULL may be used to represent empty
and non-empty values respectively.

settings is a semi-colon separated list of assignments to columns that is applied if
there is a match of the data in column with the value query.
The format of settings is:
column=setting ; column= setting; . . .
where:

column is the name of the column to be modified.

setting is true (the column should be mandatory) or faise (the column
should not be mandatory, i.e. remove the mandatory setting).
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Examples

Example 1

For this example, we want the Informant Name field to be mandatory, but only if the
registration type is Full. A suitable entry is:

Field Value

Key 1 Group

Key 2 Default

Key 3 Table

Key 4 ebirths

Key 5 Mandatory Modifier

Key 6 RegistrationType

Key 7 Full

Value InformantName=true

Now when the registration type is set to Ful1, the Informant Name field must be filled before

the record can be saved successfully. If Informant Name is not completed, the standard error

message is displayed. You may tailor the error message shown using the Mandatory
Registry entry. For example:

Field Value

Key 1 Group

Key 2 Default

Key 3 Table

Key 4 ebirths

Key 5 Mandatory

Key 6 InformantName

Value False;Please enter an Informant Name for this Birth
will display the error message Please enter an Informant Name for this Birth if the field is not

filled while the mandatory setting is true. A false value indicates the field is not mandatory
by default.
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Example 2

The above example shows how to alter the mandatory setting for a field (InformantName)
based on the value in another field (RegistrationType). In this example the mandatory setting
for more than one field is altered based on the values of multiple fields. If the registration type
is set to Full and the AdoptionFlag is set to ves, then the DateOfAdoptionDecrees and
DecreeAuthority fields must be supplied:

Field Value

Key 1 Group

Key 2 Default

Key 3 Table

Key 4 ebirths

Key &5 Mandatory Modifier
k&n/6 RegistrationType
Key 7 Full

Value DateOfAdoptionDecree=true; DecreeAuthor
ity=true;TitAccessionLot=true

Field Value

Field Value

Key 1 Group

Key 2 Default

Key 3 Table

Key 4 ebirths

Key &5 Mandatory Modifier
Key 6  AdoptionFlag

Key7  Yes

Value DateOfAdoptionDecree=true; DecreeAuthor
ity=true;TitAccessionLot=true

Where multiple values are to be checked, a Mandatory Modifier Registry entry is required for
each value for each column. Where multiple Registry entries match based on the values
within fields, the mandatory settings are ANDed together. This means that unless all the
settings for a given field are true, mandatory is set to false.
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SECTION 5

Conclusion

Vitalware 2.0 sees the addition of three new Registry entries. The first, Security|Update,
allows record level permissions to be altered when a record is saved, based on the contents
of the record. The second, Column Access Modifier, allows field based privileges to be
altered based on the contents of the record. The third, Mandatory Modifier, allows mandatory
fields to be specified based on the contents of the record. The combination of the three
facilities provides a useful mechanism for altering the Vitalware security settings
dynamically. The use of dynamic security allows very flexible security models to be
implemented.
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Lookup List Maintenance

SECTION 1

Overview

Lookup Lists have been a part of Vitalware since the first version of the software. They
provide a useful mechanism for terminology control and are used extensively in the
Vitalware client. The Lookup List facility stores data in a database table called eluts. The
table contains a single record for each unique Lookup List entry. The information recorded
for an entry includes:

Name

Values

Levels

The name of the Lookup List. The name is used to associate a set of Lookup
List entries with a particular field in the Windows client.

A Lookup List entry may contain a number of values, with each value being a
level in a hierarchy. The values start at level zero and increase. If a Lookup
List is not part of a hierarchy (that is, it does not contain multiple levels), then
only value zero is set. For hierarchies, a record will exist for each level in the
hierarchy.

For example, if we have a Lookup List called Location, consisting of three
levels:

e Country
e State
e City

with the data:
e Australia (Country)
e Victoria (State)
e Bendigo (City)
then three Lookup List entries (records) are generated:

Entry 1 Entry 2 Entry 3
Country Australia Australia Australia
State Victoria Victoria
City Bendigo

The reason for three entries is that if a user wants to view a list of all countries
(by viewing the Countries Lookup List for instance), then all Location Lookup
entries that have the first value only filled are retrieved. As users may ask for
any level in the hierarchy, the three records satisfy any potential request.

The number of levels filled for the current record.

Using the example above, Entry 1 has a Levels value of 1 (as only a single
level is filled), while Entry 2 has a Levels value of 2, etc.
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Persistent

Hidden

Used

SortOrder

If a Lookup List entry is not used anywhere in the system, the entry is
removed from the Lookup List table. For example, if a record does not exist
with a city location of Bendigo, then Entry 3 in the table above would be
removed.

A persistent Lookup List entry is not deleted if the entry is not used.

Persistent entries are used to pre-populate Lookup Lists with a known set
of values, even if the values are not currently in use.

If a Lookup List entry is marked as Hidden, then the entry is shown for
searches but not when inserting new values.

For example, if the city Bendigo changed its name to sandhurst, a new
Lookup List entry is created with the city value sandhurt. As the data still
contains the value Bendigo, the Lookup List entry for this value is not
removed. When users are inserting new records, we do not want the value
Bendigo to appear in the Lookup List (as sandhurst is the correct entry).
However, when performing a search we still want Bendigo to appear in the
list as there are still records containing this value. The Hidden attribute
provides this functionality.

The Hidden setting is used to phase out entries that should no longer be
used.

The used flag indicates whether the Lookup List entry is used anywhere
within the system. If the flag is enabled, then at least one record in Vitalware
uses the Lookup List entry's value.

By default, the entries in a Lookup List are displayed in alphabetic order. It is
possible to display the entries in a user specified (i.e. customized) order. The
sortOrder value is used as the sort key for sorting the values in a Lookup
List with customized ordering. The value may be numeric or alphabetic, in
which case a numeric or alphabetic sort is applied respectively.

The sortorder attribute is rarely used.

In order to implement customized sorting for a given Lookup List, the
Windows client must be configured to provide the required functionality.
Please contact KE Support for details.
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"Dirty"” Lookup Lists

There are a number of issues with the storage of Lookup List entries in the eluts database
table:

1. Ideally, when deleting a record, any values in the deleted record which are in a Lookup
List should be checked for uniqueness: if the values are not used in any other records,
then the corresponding entry in the eluts database table should be deleted. However,
the time required to perform these checks is prohibitive and in the interests of
efficiency Vitalware does not perform them when a record is deleted. As a result
Lookup List entries may exist in the eluts table where the value is not used in any
records in the system.

2. If a user edits a Lookup value in a record and replaces it with a new value, when the
record is saved they will be prompted to add the new value to the eluts table:

| 4

@ Inzert "Bendigo' into Location Loakup List?

\/Ies @ﬂu |

However, the old value may not be used in other records in the system. As with the first
issue, the time required to perform the check would dramatically increase the time
required to save a record and, again, Vitalware does not perform the checks in the
name of efficiency.

A consequence of these issues is that the eluts table can become "dirty", containing entries
that are no longer required and which users should not be seeing.

To solve the problem of "dirty" Lookup Lists, Vitalware rebuilds the contents of the eluts table
on a nightly basis (or as defined by the system maintenance schedule). The rebuild process
may be quite time consuming for sites with large numbers of records. Since the rebuild
process reads the Lookup List values for all records in Vitalware, it can build a new version of
the eluts table containing only the correct entries. Once the rebuild is complete, the eluts
table is back in sync with the Vitalware data.

The need to rebuild the Lookup List table each night means that the Lookup Lists are offline
while the rebuild takes place. It also means that there is less time to perform other nightly
maintenance routines (e.g. batch updates, etc.). Another issue is that since the contents of
the eluts table are replaced each night, users cannot use records in the eluts table in the way
they can for any other module. For a given entry it is not possible to:

o Add notes or multimedia.
o Follow audit trails on changes made.
o Set record level security.

It is also not possible to add new values to a Lookup List by simply adding a new record to
the eluts table.
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New Lookup Lists background service

To reduce the nightly system maintenance and to allow the Lookup List table to be used as a
regular module, Vitalware 2.3.01 has added a background service that ensures the Lookup
List entries are always in sync with the records in the Vitalware system. The addition of the
service removes the need to rebuild the Lookup Lists on a nightly basis, hence reducing
system maintenance time.

Furthermore, as the Lookup List table is no longer reloaded, the Lookup List module has
been extended to include support for attributed notes (Notes tab) and multimedia
(Multimedia tab). Audit trails on individual records are now maintained and Record Level
Security may be used as for any other module.

Although a Lookup List rebuild program is still provided, it now applies changes to the eluts
table rather than rebuilding the table completely. The introduction of the Lookup List service
means that rebuilds are only required if the Lookup List table becomes corrupted, or if users
accidentally delete records that are still in use.
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lutserver

The server that handles updating of the eluts table in the new Lookup List service is called
lutserver. lutserver runs on the Vitalware server machine waiting for requests to update
Lookup List entries. The requests are generated by an audit trail plugin that picks up all
deleted and modified records and determines what Lookup Lists need to be updated.

The process may be shown diagrammatically as:

Audit Server (utils/auditserver)

\

Lookup List Audit Plugin (etc/audit/luts.pl)

\

Lookup List Service Data (loads/luts/data/*)

\

Lookup List Server (utils/lutserver)

\

Lookup List Table (eluts)

Let's use an example to describe the steps taken by the Lookup List service to ensure
Lookup Lists are kept up to date. In this example a user changes the city value in a record
from Bendigo to sandhurst and saves the record. The following steps occur:

1. When the user saves the record, the Vitalware server generates an XML description of
the changes made to the record. The Audit Server (auditserver) loads these changes
and passes them on to all registered plugins. The Lookup List Services registers the
Lookup List Audit Plugin when the Audit Server is started. For our example record, the
changes will show that Bendigo was changed to sandhurt in the City column.

2. The Lookup List Audit Plugin looks at the changes supplied by the Audit Server. For
each column changed it checks to see if a Lookup List is associated with the column.
For our example, it will determine that the City column is associated with the Location
Lookup List. It will then look at the two values and their associated operations. The
value Bendigo has a delete operation (since it is being removed) and the value
sandhurt has an insert operation (as it is the new value). Since the Windows client
was used to save the record, the Audit Plugin will ignore the insert operation as the
user will have been asked to add the new entry to the Location Lookup List if it did not
exist already. The delete operation is passed to the Lookup List Server for processing.

3.  The Lookup List Audit Plugin writes a file containing the:

. Operation performed (delete)

. Value deleted (Bendigo)

. Lookup List Name (Location)

. Column changed (City)

The file is located in the 1oads/luts/data directory. The format of the file name is
date.time.table.irn, Where:

. date is an eight digit date in yyyymmdd format.

. time is a six digit time in hhmmss format.
. table is the database table in which the record was modified.
. irn is the key number of the record modified.

An example file name is: 20121026.133308.epos.375.
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4.  The Lookup List Server fetches all files in the 10ads/1uts/data directory and sorts
them into date/time order. It is important that the files are processed in the same order
as they were created, otherwise synchronization issues may arise. The Lookup List
Server reads the contents of each file, extracting the information within. Then for each
Lookup List in the file it determines the operation to apply (insert or delete):

. For an insert operation it checks to see if the value is already in the Lookup List;
if not it inserts a new value into the eluts table.
. For a delete operation it checks whether the value is used anywhere in the

Vitalware system for the given Lookup List name. If the value is not used, the
record is deleted from the eluts table (provided it is not persistent).

Once the file has been processed, it is removed. Once all the files have been
processed, the Lookup List Server waits for new files to process.

The reason for so many steps is that audit plugins must be fast so that the Audit Server can
process audit records quickly. To ensure the audit plugin is fast, the main Lookup List
processing is removed from the audit plugin and moved to the Lookup List Server. The split
ensures that the Audit Server keeps up with audit changes, even when the Lookup List
Server may lag.

The Lookup List Server handles all deletion operations, that is it checks whether a Lookup
List entry is still in use and if not, deletes it. It also handles insertions (that is new values)
from all sources except the Windows client.
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The Lookup List Server and the Registry

The Lookup List Server complies with the Lookup and Lookup Exact Registry entries:

o If a column has Lookup Exact set to true, then all comparisons with existing entries in
the Lookup List table are performed as exact matches, i.e. the character case and
punctuation must match exactly.

. If Lookup Exact is not enabled, all punctuation and character case is ignored for value
comparisons. Search the Vitalware Help for details on the Lookup Exact Registry
entry for more details.

The Lookup Registry entry is used to control the flags set when adding new values to a
Lookup List. The table below lists each setting and examines how the Lookup List Server
implements the required functionality. The Lookup Registry entry settings are generally set

on a per column basis.

Setting

Description

skip
readonly

readwrite

autowrite

autowriteignore
readignore

writeignore

The entry will not be added to the Lookup List table. If the column is
part of a hierarchy, the entry is only skipped if the bottom level has
this setting enabled.

For example, if the State column has skip enabled, then entries with
Country, State and City will be created, but entries with just Country
and State will be skipped.

The readwrite setting adds a new value to the Lookup List table. If
an entry already exists but has the Hidden flag enabled, the flag will
be reset (i.e. disabled). If the used flag is disabled, it is enabled.

The autowrite setting adds a new value to the Lookup List table. If
an entry already exists and the used flag is disabled, it is enabled.

If the entry does not exist, a new entry is created with Hidden
enabled. If an entry already exists and the used flag is disabled, it is
enabled.

Finally, the Lookup List Server will not delete any entry from the Lookup List table that has

Persistent enabled.

The Lookup List Server, lutserver, provides the functionality required to keep the Lookup List
table in sync with values used within the Vitalware System. The addition of the server
removes the need to rebuild the Lookup List tables on a nightly (or otherwise) basis.

Lookup List Maintenance
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vwlutsrebuild

Prior to Vitalware 2.3.01, vwlutsrebuild was used to rebuild the Lookup List tables on a
nightly basis. Functionality added with Vitalware 2.3.01 means that Lookup List tables no
longer need to be rebuilt and although in theory vwlutsrebuild is no longer required, there
may be occasions when the Lookup List tables need to be updated manually. It would be
useful for example to be able to regenerate a missing entry if someone deleted a record
accidentally.

The vwlutsrebuild server side program has been rewritten to work with the Lookup List
Server framework (introduced with Vitalware 2.3.01). The program no longer generates a
data file with all Lookup List entries in it that is then loaded into an empty Lookup List table.
Instead, the program now visits each Vitalware record and checks that the values in the
records are in the Lookup List table. If a value is not present, a new entry is created. Any
entries that are no longer used, are deleted unless they are persistent.

The rebuild process occurs in two stages. The first stage involves generating a list of all
changes that need to be applied to the Lookup List table. This stage is known as the data
generation phase. There are three types of changes possible:

. insert - new records to be added to the Lookup List table.

. update - existing records that require their flags (Hidden, Used, Persistent) to be
adjusted.

. delete - existing records that are no longer required.

The data for each of the above changes is placed in the 1uts directory in files named
data.insert, data.update and data.delete respectively.

Once the data generation phase is complete, the loading phase is executed. In this phase
the files generated are loaded into the Lookup List table. Once the load is finished, the
Lookup List table rebuild is complete.

The usage message for vwlutsrebuild is:

Usage: vwlutsrebuild [-dlmgtv] [lookup list ...]

-d only produce lookup table data loading files

-f load lookup changes quickly (takes eluts offline)
-1 only load lookup table data file

-t include lookup list text files in rebuild

-V verbose mode, print debugging information
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The following table describes each option:

Option Description

-d Run the data generation phase only: the data files to be loaded are generated
but not applied.

-1 Skip the data generation phase and run the loading phase only. The data files
to be loaded are assumed to exist.

-f Determine whether the Lookup List table should be taken offline while the
loading phase is underway. If the - £ option is specified, the e1uts table will be
taken offline and the data loaded, otherwise the table will be left online while
the load proceeds. The load will be much faster for large amounts of data if the
-£ option is specified.

-V Useful for tracing what the data generation phase is producing. Each entry to
be inserted, updated or deleted is printed to the screen (as well as added to
the appropriate data files).

-t Informs vwlutsrebuild to include text files found in the 1uts/defaults and
the 1ocal/luts/defaults directories as part of the data generation phase.
The text files are used to load pre-built Lookup List values. Entries found in
these files are loaded with persistent enabled. The format of the text file is:

#
# Lines beginning with a hash character are comments
#
[-1lookup list name|value 1[|value 2|...][=sortorder]
where:
lookup list is the name of the Lookup List into which the value is to be
name loaded.
Value 1 is the value for the first level of the Lookup List. For
hierarchies, the successive levels are separated by a pipe (| )
symbol.

sortorder  An optional equals sign with a sort order may be used for
Lookup Lists that support customized ordering. The sortorder
value is added to the sortorder entry for the Lookup List. A
leading minus sign disables loading of the Lookup List, i.e. all
values for that list will be skipped.

Where a hierarchy entry is specified, it is not necessary to add the upper levels of the
hierarchy as these are added automatically. For example, if a text file contained:

Location|Australia|Victoria|Bendigo

then three entries are generated. The entries are the same as specifying:

Location|Australia
Location|Australia|Victoria
Location|Australia|Victoria|Bendigo
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The use of text files provides a convenient mechanism for pre-loading Lookup Lists. As
stated above, each entry loaded will have persistent enabled, meaning the entry will
persist even if it is not used. The only way to delete such an entry is to locate the record in the
Lookup List module and delete it manually.

A System Administrator may configure a table to be skipped when Lookup Lists are being
rebuilt. If a line of the form:

RELUTS=no

is found in a file called vwoptions in the database directory, vwlutsrebuild will not check
data in that table.

The arguments to vwlutsrebuild is a list of Lookup List names to rebuild. If a list is not
supplied, then all Lookup Lists are checked. The following examples cover some of the uses
of vwlutsrebuild:

10
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Rebuild all Lookup Lists

The command used to rebuild all Lookup Lists is:

vwlutsrebuild -t

It should not be necessary to run this command. The Lookup List Server maintains Lookup
List synchronization. The command may be used to ensure the Lookup List table is
synchronized correctly.

Check Lookup List table is synchronized
The command used to check whether the Lookup List table is synchronized is:
vwlutsrebuild -d -t -v

This command runs the data generation phase only. The Lookup List table is not modified.
The verbose option prints out any inconsistencies found.

Rebuild the Location and Admin Names Lookup List

The command used to rebuild the L.ocation and Admin Names Lookup Lists is:

vwlutsrebuild Location 'Admin Names'

This command rebuilds the Location and Admin Names Lookup Lists. As the -t option is not
specified, any entries in text files will not be loaded.

@ Note the use of single quotes to enclose the names of Lookup Lists that contain
spaces.
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Lookup List module

Until the release of the new Lookup List maintenance facilities in Vitalware 2.3.01, users
could not interact with the Lookup List module and expect their changes to be preserved.
The module itself was simplified to the point where only Lookup List specific information was
stored. Fields available in all other modules were disabled. The maintenance changes
introduced with Vitalware 2.3.01 mean that users can now access and use the module as
they would any other module.

The following tabs are now available and functional in the Lookup Lists module:

Notes Lunkup Lists (1) - Display
Fle Edit Select View Tools Tabs Multimedia ‘Window Help

0 BRD ADY BEBEE 4 ) @ @ w2
|Fir|t Hame: Gerda | 163

Note Details
Hote

Date; | Kind | Metadata © Yes ¢ Mo
References Detals

Atiibuted To #] 1C:15

Bibbographec Aeference: ﬂ !l

Mobes Summary
Mote Date  |Kind Met ., |Bibliographic Reference

" Lockup1 | Lockup2 | Lookup3 | How: || Mubmeda | Seculy | Admn |

Display | Record 11821 of 11821 Wi Admin | 50004
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WCIUUES TN B0 ookup Lists (1) - Display
File Edt Select View Tools Tabs Multimedia ‘Window Help
DO RR™D HDY BEEREEBE W« » » BE N
|First Mame: Gerda | 163
£ B R4 4 r bW 4
Resouce [nformation
Tithe;
Creator;
MIME Type: MIME Format |
Ideriifier
Description
Dissley | Rocoed 11821 of 11821 we | Admin | 50004 |
Security T2 Lookup Lists (1) - Display

File Edit Select View Tools Tabs Multimedia Window Help
DO RRDAHDY BEBRERE w4«

|First Mame: Gerda
Securiby

GEW

Receed Stalus:

Display | Record 11821 of 11821 we | Admn | 50004 | -

Lookup List Maintenance
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Audit

T8 Lookup Lists (1) - Display
Fle Edit Selet View Tools Tabs Multimedia ‘Window Help

DEHOBRBD ADY BEBABRE W B R W
|First Mame: Gerda | 16
Fadit Trail
User [Date [Time [Opesation | @
(1] vw 19/11/2012 1636 insert

[ Audt | ME 4| »

Dusplay | Record 11821 of 11821 b Admin | 50004
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SECTION 2

Conclusion

The changes to the Lookup List maintenance framework made in Vitalware 2.3.01 provide a
number of benefits:

° Lookup Lists are always up to date. Once the last use of a Lookup List value is deleted,
the entry is removed from the Lookup List table.

. The Lookup List nightly maintenance procedure is no longer required. The removal of
the maintenance decreases the amount of time required by the nightly maintenance
routines.

. The Lookup List module now provides the standard tabs available in all other Vitalware
modules.

. The vwlutsrebuild command may be used to check the consistency of the Lookup
List table and apply any needed adjustments.

The changes to the Lookup List maintenance mechanism are the first of a series of changes
designed to decrease the amount of time Vitalware requires to complete its maintenance
runs.
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Overview

SECTION 1

Overview

The Scheduled Exports facility introduced with Vitalware 2.1.02 provides a mechanism for
exporting data out of Vitalware on a regular or adhoc basis. Exports scheduled on a regular
basis are executed by the server without any user intervention. When an export is
complete, a record is added to the Exports module with:

. The results of the export

. A list of the files generated

. Any associated errors

The user must then retrieve the record from the Exports module to access the results and
the exported data.

Introduced with Vitalware 2.2.02, the After Export facility allows a command to be executed
once an export has completed. Amongst other things, the command can:

. Email the export files to a list of users.

. Email the results of the export to a list of users.

. Copy the export files to another machine behind a secure firewall.

. Copy the export files over the internet via a secure transfer mechanism.

. Send an SMS to a list of telephone numbers.

In fact, an After Export command may perform any number of tasks as it has full access to
the Exports record generated. The command runs on the Vitalware server allowing access
to the full facilities offered by the server. The After Export facility is designed to allow new
commands to be added within the existing framework. In order to simplify the creation of

new commands, the KE: :Export perl module is provided; this incorporates much of the
functionality required by an After Export command.

The After Export facility Vita|ware*ﬁ 1
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SECTION 2

Setting an After Export Command

A scheduled export is configured using the Export Properties dialog in a module (by
selecting Tools>Export from the module Menu bar). An After Export command is added to
a scheduled export using the After Export tab of the Export Properties dialog:

If an After Export command has been defined, it can be selected from the Command
drop list on the After Export tab.

A command may require values to be provided by a user in order to run; if so, input
boxes for the required values will display on the After Export tab when the command
is selected from the Command drop list.

In Vitalware:
1.  Open any module.
2. Search for or otherwise list a group of records.
3. Select Tools>Export in the Menu bar
-OR-
Use the keyboard shortcut, ALT+T+X.
The Exports dialog displays with a list of scheduled exports for the current module:
e Exports. .. fg|
D|®|es| @]
Title | StatDate | End Date I
Birthz recorded [0 aily] M Jan 20100 3 Dec 2M5 £
@ Danars expart far mailing list 01 Jan 2011 0 Jan 2012 g
@ Export of Surnarnes for Analysis 0 Jan 2000 ;
@New C5W Test Export M Jan 20100 M Jan 2012 £
4 »
[ Redizplay when export haz run
[ Mew... Export All... | @ Export... | ﬁ-Lgh:ISE ? Help
4, Select a scheduled export and click

The After Export facility Vita|ware°A
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The Export Properties dialog displays:

Exporl Properlies... [5_<|

E=port l.ﬂ.fterE:-cpcrt] Felds ] E-:uru:liti-:uns] SnrtEIrder] Jption 4 | ¥

(I-ﬂl:l - - . N
i dirths recaded [2aily)

=ilter |optional): |I:5‘ar Format [iso-3853-1]

Ledle

_anguage: |.-’-‘-.II Languages

Start Date: 010142010

-ishDate 3141202015

Trequeicy: | Dy ﬂ
| Sunda [ Thursdap

 Mondaw [~ Friday

T Tuesday [ Saurday

~ wednesday Dray Interval: |3

W 0K X Cancel | ? Help

4 Vitalw are" The After Export facility
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5.  Select the After Export tab:
Export Properties... D_(|

Export  After Expart lFieIu:Is ] Eunditinnsl S-:urtEIru:Ier] Option 4| *

Rirthz rerarded [Maily)

Command: [ ~

-V‘ ] 4 x Cancel

6. From the Command drop list, select the command to be executed.

? [lelp

The After Export facility Vita|ware° 5
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If the command requires values to be provided in order to run, input boxes for the
parameters will display on the After Export tab:

Export Proparties. .. [5_<|

Empuil  Aftcr Export l Fehlds: ] Cur lJil.iLer:-;] Suill Oide ] Jplio 4 |+

E.:? Births recorded [Daily)

—ommard:

ozt

Jdzer:

= agzword:

Tolde:

| W 0K | X Cancel | ? Help

7. Enter values for each of the fields and when you're done, click v oK
If a parameter was not provided, an error will display:

e A walse muzt be zuppled for all fields

LW OR

If all parameters have a value, the After Export command is saved and will be
executed next time the scheduled export is run.

6 Vitalw are" The After Export facility
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SECTION 3

Developing an After Export script

The After Export script

The Schedules module holds a record for each scheduled export defined in any module.

When an After Export command is added to a scheduled export, a script located on the
Vitalware server is executed after the scheduled export is run. In the Schedules record for
the scheduled export:

. Command: (After Export Details) holds the hame of the script to be executed.

° Parameters: (After Export Details) lists the parameters required by the script.

In the Schedules record below, the script executed when the scheduled export is complete
is called ftp. It has four parameters:

. reports.server.com (host name)

. reports (user name)

° rep.passwd (password)

. /reports/nightly (location)

The After Export facility Vita|ware’ﬂ 7
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m&:hﬂdulesiﬂ - Display

Fle Edit Select Visw Took Tabe Multimeds Window Help
RBRED HNDY BEEBEBEBE 1« B @ s

|Births recorded (Daily]. 3 Daily [01 Jan 2000 - 31 Dec 2015] | g
Scheduls Detals

M ame |Eﬂ|'|s recardad [Daly]

Madue; |eparties Fiker; C5Y Fomat [iso-8853-1)

Larsguages: |AILang.|agas

Schedule Detals Asfter Expoit [ etails

Commencement Date: | 0140172010 Command  |fp

Completion Dabe [n12/2ms Paramedess: 1 |repoits seiver.com

Frequency: | Coaiby 2 Jrepaitz

g 3 rep passivd

chadula

A/ kzmight

[T Sunday [~ Thussday I

T Monday T Frday

I Tussday I Satunday

I “Wednesday Dy Inberva: |3
smiie (R | Codiow | Nom | Ve | Sy R Ay
Display | Hlecord 11 of 11 emu | Admin | 2138

The script file is located in one of the following directories on the Vitalware server:

° local/etc/exports/after/table
. local/etc/exports/after

. etc/exports/after/table

. etc/exports/after

where table is the name of the table (module) on which the export is performed. The table
name is indicated in the Module: (Schedule Details) field (as shown above). To locate the
script, the system looks for a file called ftp (in this case) in each of the directories listed,
from first to last. When the file is found, the script stored in it is executed.

The hierarchy of directories listed above allows customized versions of existing scripts to
be added by simply placing a file with the same name as the existing script into one of the
local directories.

An After Export script is called by one of two methods:

1. In the first method, a script is called when a user selects a command from the
Command drop list on the After Export tab of the Export Properties dialog.
In this case, the Vitalware client calls the script to get the title and list of parameters
required by the command: the title displays in the Command drop list and the
parameters are displayed below it. The Vitalware client calls the script with one
argument, an option indicating which language to use to display the script's title and
parameters. The usage is:
script -Inum

8 Vita|ware°A The After Export facility
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where num is a number corresponding to the language to use:

Number Language

English
French
English (American)
Spanish
German
Italian
Dutch
Danish
Polish
Norwegian
Swedish
Greek
Arabic

Hebrew

© 0 N O O~ WO N L O

A i e
A W N P O

French (Canadian)
15 Finish

@ The 1 in script -Inum is a lowercase L.

For example, running ftp - 10 produces:

Transfer to another host (FTP)

Host:

User:

Password:

Folder:

The first line is displayed in the Command drop list and the remaining lines are
displayed as prompts for input boxes:

The After Export facility Vita|ware*ﬁ 9
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Export Proparties... F§|

Export  After Expert l Felds ] E-:uru:liti-:uns] SnrtEIrder] Jption 4 | ¥

P Births recorded [Daily)

i

—ommand: Tranzfer to another host [FTP

ozt

dzer

=azzeord:

“olde:

W K X Cancel | ? Help

If the command is not supported by the local machine, then no output should be
generated (the command should be hidden in the Command drop list) and a non-
zero exit status returned.

2. In the second method, the back end vwexport command calls the After Export script
after a scheduled export has run and a record with the results of the export has been
created in the Exports module. In this instance the script is called with the IRN
(Internal Record Number) of the record created in the Exports (eexports) module.
The usage is:
script exportirn
The script should use exportirn to access the Exports (eexports) record and perform
whatever activities the script was designed to do (e.g. send an email, copy files, etc.).
If an error occurs while processing the export, an error message should be printed
and a non-zero exit status returned. If the script completes successfully, a zero exit
status should be returned.

These two methods are explained in detail in Creating an After Export script (page 13).

The perl code below is a sample ftp script:

10 Vita|ware°A The After Export facility
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#1/usr/bin/perl

#

# Copyright (c) 1998-2011 KE Software Pty Ltd
#

use strict;
use KE::Export;

#
# Parameters for ftp.
#
my $prompts =
0 = [
"Transfer to another host (FTP)",
"Host:"',
“"User:",
"Password:"",
“"Folder:"
]

Check whether ftp is supported on this machine.

=h <

$ftp = KE::Export::Ftp->new();
(! $Fftp->1sSupported())

exit 1;

Parse the arguments.

$export = KE::Export->new();
(! $export->ParseArgs(\@ARGY))

-<

exit 1;

List parameters if required.

f ($export->ListParameters($prompts))

exit 0;

Do the transfer with the required arguments.

HHE WY o AmmERH N AmmSHEE WY AmmIS HER W

my $status = $Ftp->Execute

The After Export facility Vita|ware“h 11
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)
#
#
#

host => $export->GetData("Parameters_tab®)->[0],
user => $export->GetData( " Parameters_tab")->[1],
password => $export->GetData("Parameters_tab")->[2],
destination => $export->GetData("Parameters_tab®)->[3],
filelist => $export->GetData("FileName_tab™)

Send back the error status.

exit $status;

This script uses the perl KE::Export module which provides most of the required
functionality.

In essence the script:

1. Checks whether the server provides FTP support. If not, it returns a non-zero exit
status (i.e. 1).

2. Parses the arguments to determine which version of the script has been called.
If the arguments are invalid, a non-zero exit status is returned once again.
-OR-
If a valid -Inum argument was given and the script was called using the first method
described above, the script prints out the title and parameters for language num.
Then exits with a zero exit status (indicating success).
-OR-
If the script was called using the second method described above, the file transfer is
performed using ftp. An ftp object, passed the required parameters, transfers the

files. The status of the ftp object is used for the exit status, where a non-zero value
indicates the transfer failed, and a zero indicates success.

For a complete description of the functionality provided by the KE::Export module see
KE::Export usage.

12

Vitalware*A The After Export facility
Wital Fieconds Management



Developing an After Export script

Creating an After Export script

#

The script for an After Export command must handle the two usage cases where the script
is either called with:

. -Inum to provide the command title and list of parameters
-OR-
. with the IRN of an eexports record to perform what the script is required to do

In order to make script writing easier, a perl module KE::Export is provided that
encompasses most of the functionality needed by an After Export script. It is recommended
that you use the module to cut down development time. For a complete description of the
functionality provided by the KE: :Export module see KE::Export usage.

To demonstrate how a new command could be put together we'll write a script that copies
the output files from an export into a location on a SAN drive (mounted as /exports)
based on the date of the export and a user specified department and then send an email to
a user supplied address.

The first part of the script involves setting up the title and parameters. Two parameters are
required, the first is the department under which to file the export files and the second is
the email addresses to notify once the files have been copied:

# Parameters for copy and email notification

#

my $prompts =

0 = [
"Copy files to SAN and email results",
"Department:",
"Recipient(s):"
1

The first string is the title to show in the Command drop list, and the following two
parameters allow the department and email addresses to be entered. The resulting
After Export tab is:

The After Export facility Vita|ware“ﬂ 13
Wital Fieconds Management



Developing an After Export script

#

Export Properties...

Ewxport  After Export l Fieldz ] En:nnditin:nns] Sn:nrtEIru:Ier] Option 4 | ¥

Birthz recarded [Daily]

Commatnd: |I:|:||:|_I,I files to SAM and email resultz j

Departrment:

R ecipient(s]: |B ernard. b arzhall@mel kesoftware. com

X Cancel | ? Help

Next check to make sure the server supports both the copying of files and emailing of
messages. If support for either is not provided, the command should be hidden in the
Command drop list. An exit status of 1 indicates the command is not supported:

# Check whether email and copy are supported on this machine.

#

my $copy = KE::Export::Copy->new();
my $email = KE::Export::Email->new();
it (! $email->IsSupported() || ' $copy->I1sSupported())

{
exit 1;
}
Once we have confirmed the required functionality is supported, we check that the supplied
arguments are valid. If they are not, exit with an error status of 1:
14
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#

# Parse the arguments.

#

my $export = KE::Export->new();
if (I $export->ParseArgs(\@ARGV))

{
exit 1;
}
Since the supplied arguments are acceptable, look for the -Inum case. If the arguments
match, the prompts defined above are printed out and we exit with a successful status of 0:
#
# List parameters if required.
#
it ($export->ListParameters($prompts))
{
exit 0;
}

If we get to here, we must process the eexports record whose IRN was supplied as the
argument. First build up the full path to the folder in which we want to store the export files.
We use the FileRunDate column on the eexports record to get the date on which the export
was run, and the first entry in the Parameters_tab column list to get the department
entered by the user. Once we have the destination path, make sure the folder exists (using
mkdir). If the folder cannot be created, exit with an error status of 1:

#

# Build up the destination directory and make sure It exists.
#

my $date = $export->GetData("FileRunDate");

my $department = $export->GetData( Parameters_tab")->[0];

my $destination = "/tmp/$department/$date’;

it (system(“mkdir -p "$destination®') != 0)

exit 1;
}
It is now time to copy the export files to the destination folder. We use a
KE: :Export: :Copy object to perform the transfer. The FileName_tab column contains a
list of all the files created by the export:
#
# Do the copy with the required arguments.
#
my $status = $copy->Execute
(
destination => $destination,
filelist => $export->GetData("FileName_tab*)
)

Now build up the body of the email message to send to the recipients. Include the name of
the export, the date on which it ran, the folder into which the export files were copied and
indicate whether the transfer was successful:
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#

# Build up the email message to send

#

my $body = "The files from export \"" .
$export->GetData("ScheduleRef:eschedule:Name®) .
"\", run on $date have been copied to $destination.\n" .
"The copy " . $status ? "failed" : 'succeeded.-\n";

Finally, send the email message to all the recipients. Use the second parameter to extract
the email addresses of the recipients. The email's subject is the name of the scheduled

export:
#
# Do the email with the required arguments.
#
my $status = $email->Execute
(
recipients => $export->GetData("Parameters_tab")->[1],
subject => $export->GetData("ScheduleRef:eschedule:Name®),
body => $body
);
Return the status of the email object, indicating whether the emails were sent correctly or
not:
#
# Send back the error status.
#

exit $status;

The complete script is:

16 Vitalware*A The After Export facility
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#1/usr/bin/perl

#

# Copyright (c) 1998-2011 KE Software Pty Ltd
#

use strict;
use KE::Export;

#
# Parameters for copy and email notification
#
my $prompts =
{
0 = [
"Copy files to SAN and email results™,
"Department:",
"Recipient(s):"
1
}:
#
# Check whether email and copy are supported on this machine.
#

my $copy = KE::Export::Copy->new();
my $email = KE::Export::Email->new();
it (! $email->IsSupported() || ' $copy->I1sSupported())

exit 1;

Parse the arguments.

$export = KE::Export->new();
(! $export->ParseArgs(\@ARGY))

=h <

exit 1;

List parameters if required.

T ($export->ListParameters($prompts))

exit 0O;

Build up the destination directory and make sure it exists.

HHEE W AmmEHR W =TI HER

my $date = $export->GetData("FileRunDate");
my $department = $export->GetData( " Parameters_tab")->[0];
my $destination = "/tmp/$department/$date’;
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if (system('mkdir -p "$destination®') I= 0)
{
exit 1;
}
#
# Do the copy with the required arguments.
#
my $status = $copy->Execute
destination => $destination,
filelist => $export->GetData("FileName_tab*)

Build up the email message to send.

HHH

my $body = ""The Ffiles from export \"* .
$export->GetData("ScheduleRef:eschedule:Name™) .
"\", run on $date have been copied to $destination.\n" .

"The copy " . ($status ? "failed" : "succeeded™) . ".\n";
#
# Do the email with the required arguments.
#
my $status = $email->Execute
(
recipients => $export->GetData("Parameters_tab")->[1],
subject => $export->GetData("ScheduleRef:eschedule:Name*®),
body => $body
);
#
# Send back the error status.
#

exit $status;

The script should be placed in the directory local/etc/exports/after as it is a
customized script. The file name of the script is not important, but something like
copyemail would be appropriate. Remember to change the file permissions so it can be
executed (i.e. chmod 755 copyemail). Your script is now ready for use.
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KE::Export usage

The KE: :Export perl package provides a number of very useful objects that simplify the
process of creating an After Export script. The package file is located in
utils/KE/Export.pm and is documented fully. To view the documentation use pod2text

Export.pm (assuming you are in the utils/KE directory). For your convenience the
documentation is reproduced here:

NAME
KE::Export - A set of objects usable by After Export scripts

SYNOPSIS

use KE::Export;
my $prompts =

0 = [

"Copy to another folder (CP)-",
“"Folder:*

3

my $copy = KE::Export::Copy->new();
if (! $copy->IsSupported())
{

exit 1;

}

my $export = KE::Export->new();
if (! $export->ParseArgs(\@ARGVY))

{ _
exit 1;
}
if ($export->ListParameters($prompts))
{
exit O;
}
my $status = $copy->Execute
(
destination =>  $export->GetData("Parameters_tab")->[0],
filelist =>  S$export->GetData("FileName_tab")
)
exit $status;
DESCRIPTION

The "KE::Export"™ module provides a set of objects to make the
implementation of After Export commands easier. An After Export
command may be registered with a scheduled export through the "After
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Export” tab in the Export Properties dialogue box. If an After Export
command is registered with a scheduled export, the command is executed
once the export phase is complete.

The After Export command provides a mechanism for dealing with the
exported data after it is generated. In particular the command may:

* Email the results of the export to a list of users.
* Email the export files to a list of users.
* Copy the export files onto another machine.
* Send an SMS to a list of telephone numbers.

An After Export command corresponds to a script located in one of the
following directories on the server machine:

local/etc/exports/Ii<table>/after
local/etc/exports/after
etc/exports/lI<table>/after
etc/exports/after

The directories are examined in the order specified above to locate
the required script. Using this mechanism it is possible to override a
script provided with the system with a custom built one. To do so just
add your custom script, with the same name as the script you are
overriding, to a directory listed above the directory in which the
system script is located. For example, if you want to override the
system "ftp" script stored in etc/export/after/ftp, you would place
your script in the file local/etc/export/after/ftp.

Each After Export script may be invoked in two ways. These are:
“script -1*num*"

where *num* is the language number to use when outputting the
parameters. This form of the script iIs expected to print out the
*title* of the script to use in the drop list on the "After
Export” tab in the client and a list of required parameter
prompts, one per line. For example, the "ftp" script invoked by
"ftp -10" (to print out the title and parameters in English)
produces:

Transfer to another host (FTP)
Host:
User:

Password:

where the first line is displayed in the "Command:" drop list on
the "After Export" properties tab and the remaining lines are
shown as input boxes below the ""Command:" drop list with the text
used as the prompt. The user must specify each of the parameters
before a valid After Export command may be saved.

The Blanguage number supplied via the "-1" option determines the
language in which the output should appear. The registered
language numbers are:

20
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- English

- French

- English (American)
- Spanish

German

- Italian

- Dutch

- Danish

- Polish

© 0 N o o hd W N P O
I

- Norwegian
Swedish

Greek

[ S S
N B O
T T

Arabic

=
w
!

Hebrew

(IR
N

- French (Canadian)
15 - Finnish
“script *exportirn*"

The second way of invoking a script is to supply the irn (Internal
Record Number) of the record in the "eexports'" table on which the
script iIs to operate. In this case the script needs to perform
what is deemed its duty. For example, in the case of the "ftp"
script, the export files produced will be FTPed to another host,
The username, password and destination on the remote host are used
to make the transfer.

The normal life cycle of a "KE::Export" object is:
1 Create the object (via "new()").

2 Parse any script parameters to determine which of the two uses
of the script is appropriate (via "ParseArgs()").-

3 Output the title and parameters if the script was invoked with
the first usage (via "ListParameters()").

4 Extract the parameters and execute the required functionality if
the script was invoked with the second usage (via "GetData()')-

For examples of how to use the "KE::Export" module please review the
After Export scripts installed on the server machine with the default
installation.

KE: :Export

A "KE::Export'" object provides a wrapper around a set of utility
functions. These functions are designed to simplify the process of
writing After Export scripts by encapsulating standard functionality.
In particular, the following facilities are offered:

The After Export facility Vita|ware“ﬂ 21
Wital Fieconds Management




Developing an After Export script

A standard way of parsing the script®s arguments to determine
which type of invocation was used. See ParseArgs().

A standard mechanism for outputting the script parameters when
invoked with the "-1" option. See ListParameters().

A mechanism for determining the languages supported by the server.
See Languages() .-

A means of extracting data from the underlying batch record and
its associated schedule record. In fact, any links from the batch
record may be followed to retrieve data from other modules. See
GetData().-

Each After Export script should use a "KE::Export"™ object to simplify
access to the underlying export record.

Methods
new()

$export = KE::Batch->new();

Creates an object that provides access to the underlying export
record. The object also provides access to helper functions that
simplify After Export scripts. In order to release all resources
associated with a "KE::Export"™ object (for example, a connection
to a server) "undef" should be assigned to the object variable
once the object is no longer required.

GetData($colname)

$data = $export->GetData("StartDate");

$host = $export->GetData("Parameters_tab")->[0];
$filelist = $export->GetData("FileList tab");

$name = $export->GetData("ScheduleRef:eschedule:Name™);

Retrieves the data for the given column. The $colname argument may
be the name of any column in the "eexports"™ table. The value
returned is consistent with the kind of data stored in the column.
An atomic column returns a string, a table returns a reference to
a list of strings and a nested table returns a reference to a list
where each element is itself a list of strings.

It is also possible to access columns iIn other modules by
specifying the name of the link Ffield in "eexports" followed by
the table name and column in the linked table. Each component is
separated by a colon. There 1is no limit to the number of
components in the column name for linked fields. For example, the
column name "ScheduleRef:eschedule:Name"™ wuses the [link from
"eexports'" to "eschedule" (via column ScheduleRef) to access the
Name field in the "eschedule"™ table. In other words, the name of
the scheduled export is retrieved.

The ™Parameters_tab” column provides access to the command
parameters entered for the After Export command. The
"FileList_tab" column provides a list of all the files generated
by the export process.
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Languages()
$langlist = $export->Languages();

Retrieves the list of languages supported by the server. The list
consists of a string of semi-colon separated language numbers. For
example, the string "0;1" indicates the server supports English
and French, where English 1is the primary language. The
"Languages()" call is used by After Export commands where text is
generated as part of the script. The text must be output in
languages supported by the server.

The ""Languages()" function returns the value of the
""System|Setting]|Language|Supported’ Registry entry.

ListParameters($prompts)
my $prompts =

0 = L
“Email export results (SMTP)",
"Recipient(s):"

};
ifT ($export->ListParameters($prompts))

exit 0;
}
Prints out the title and parameters for the After Export command.
IT the "ParseArgs()" call determined the list of parameters should
be printed (via the "-Inum"™ option), then the title and parameters
for the given language number are printed and the call returns 1.
IT the "-Inum" option was not specified, the call returns O.

The $prompts argument is a reference to a hash, where the key is
the language number and the value is a reference to a list of
strings. The first string is the title and subsequent strings are
parameters. The title string is shown in the Command drop list,
and the parameters strings are shown below the Command drop list
with a corresponding data entry Tfield where values may be

specified.
ParseArgs(\@ARGVY)
ifT (I ParseArgs(\@ARGY))
{
exit 1;
}
Parses the on-line arguments determining whether the parameters
are to be printed (as "-Inum" was supplied) or the command

executed (the eexports irn was supplied).

IT invalid options are found, a usage message is printed and O is
returned. If the arguments are correct, 1 is returned.
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KE: :Export: :Command

The "KE::Export::Command"” class is the base class for all After Export
commands. It consists of two methods each After Export command must
implement. The Tfirst is "IsSupported()"™ which returns 1 if the After
Export command is supported by the server. Some commands may require
special software or certain perl modules to be installed before they
can be used. The second method is "Execute()", which performs the
command itself.

This class should not be called directly from within After Export
scripts, rather a sub-class should be created and the IsSupported()
and Execute() methods overridden.

Methods

new()

$export = KE::Batch: :Command->new();
$export = KE::Batch::Command->new(debug => 1);

Creates an object used to execute an After Export command. The
"new()" method should not be called directly, rather sub-classed
versions should be used. Debugging may be enabled by setting the
named argument '"‘debug" to a non-zero value.

Execute()
$status = $command->Execute()

Executes the After Export command. The "Execute()" method
implements the functionality required by the After Export command.
For example, if the command is to email the resulting export files
to a user, the method must perform the actual emailing and
attaching of export files.

The method should return O if the command was successful,
otherwise 1 should be returned.

Each sub-class must override this method to implement the
functionality specific to the sub-class"s command.

IsSupported()
$support = $command->1sSupported();

Determines whether the After Export command is supported by the
server. An After Export command may have dependencies on a number
of programs or perl modules. The "IsSupported()" method checks
each dependency is available, and if so returns 1, otherwise 0. A
return value of O, removes the After Export command from the
Command drop list in the client.

KE: :Export: :Sftp

The "KE::Export::Sftp" class allows secure file transfer (SFTP) to be
used to copy the export fFfiles to another machine. The "sftp"”
functionality provided by the 'scp' command set is used for the file
transfers. The file is encrypted during the copy ensuring privacy of
data.
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Methods

Execute()
$sftp = KE: :Export: :Sftp->new();
$status = $sftp->Execute

(

host => "other.machine”,

user => “username”,

password => "passwd*®,

destination => "/exports/nightly/",

filelist =>  $export->GetData("FileList_tab")
);

Performs a secure copy of the export files generated to another
host. A number of named arguments are available, all are
mandatory:

host

The host name of the machine onto which the export files are
to be copied.

user
The user name to use to log in to the remote machine.
password
The password to use to log in to the remote machine.
destination

The directory in which the export files are to be placed. The
directory must exist.

filelist

A reference to a list containing the files to be transferred
to the remote machine.

"Execute()" returns 0 if the transfers succeeded, otherwise 1 is
returned. If an error occurs, it is written to stdout.

IsSupported()

$sftp = KE::Export::Sftp-—>new();

$status = $sftp->IsSupported();
Indicates whether the server has the necessary dependencies
installed to provide secure file transfer. A return value of O
implies the server does not support secure file transfer, while a
value of 1 implies it does.

KE: :Export: :Ftp

The "KE::Export::Ftp'" class allows file transfer (FTP) to be used to
copy the export files to another machine. The data transferred is not
encrypted while in transit. As the password is sent to the server
without any encryption, that 1is as clear text, "KE::Export::Ftp"
should be wused only within internal networks, behind a secure
firewall. FTP may offer superior throughput to SFTP.
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Methods

Execute()
$ftp = KE::Export: :Ftp->new();
$status = $ftp->Execute

(

host => "other.machine”,

user => “username” ,

password => "passwd*",

destination => "/exports/nightly/",

filelist =>  $export->GetData("FileList_tab")
);

Performs a copy of the export files generated to another host. A
number of named arguments are available, all are mandatory:

host

The host name of the machine onto which the export files are
to be copied.

user

The user name to use to log in to the remote machine.
password

The password to use to log in to the remote machine.
destination

The directory in which the export files are to be placed. The
directory must exist.

filelist

A reference to a list containing the files to be transferred
to the remote machine.

"Execute()" returns 0 if the transfers succeeded, otherwise 1 is
returned. If an error occurs, it is written to stdout.

IsSupported()

$ftp = KE: :Export: :Ftp->new();

$status = $ftp->IsSupported();
Indicates whether the server has the necessary dependencies
installed to provide file transfer support. A return value of O
implies the server does not support file transfer, while a value
of 1 implies it does.

KE: :Export: -Scp

The "KE::Export::Scp" class allows secure copy (SCP) to be used to
transfer the export files to another machine. The data transferred is
encrypted while in transit. An SCP connection may be formed by either
supplying a password, or not. If a password is not supplied, X509
based certificates may be used removing the need for a password. In
general, X509 based connections are preferred as a password does not
need to be stored in the command script.
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Methods
Execute()
$scp = KE::Export::Scp->new();
$status = $scp->Execute

(

host => "other.machine”,

user => “username”,

password => "passwd*®,

destination => "/exports/nightly/",

filelist =>  $export->GetData("FileList_tab")
);

Performs a copy of the export files generated to another host. A
number of named arguments are available, most are mandatory:

host

The host name of the machine onto which the export files are
to be copied. A host name must be supplied.

user

The user name to use to log in to the remote machine. A user
name must be supplied.

password

The password to use to log iIn to the remote machine. If a
password is not supplied, an X509 certificate based connection
is attempted.

destination

The directory in which the export files are to be placed. The
directory must exist. A destination must be supplied.

filelist

A reference to a list containing the files to be transferred
to the remote machine. A list of files to transfer must be
supplied.

"Execute()" returns 0 if the transfers succeeded, otherwise 1 is
returned. If an error occurs, it is written to stdout.

IsSupported()

$scp = KE::Export: :Scp->new() ;

$status = $scp->IsSupported();
Indicates whether the server has the necessary dependencies
installed to provide secure Tfile copying. A return value of 0
implies the server does not support file copying, while a value of
1 implies it does.

KE: :Export: :Copy

The "KE::Export::Copy'" class allows the export files to be copied to
another location on the same machine. The command may also be used to
copy the export files onto a file system mounted on the same machine
(e.g. a SAMBA share).
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Methods

Execute()
$copy = KE::Export::Copy->new();
$status = $copy->Execute

(
destination => “"/exports/nightly/",

filelist => S$export->GetData("FileList_tab")
):
Performs a copy of the export files generated to another location
on the same host. Two named arguments are available, both are
mandatory:

destination

The directory in which the export files are to be placed. The
directory must exist.

filelist

A reference to a list containing the files to be copied to
another location.

"Execute()" returns O iFf the copy succeeded, otherwise 1 is
returned. If an error occurs, it is written to stdout.

IsSupported()

$copy = KE::Export::Copy->new();

$status = $copy->IsSupported();
Indicates whether the server has the necessary dependencies
installed to provide file copying. A return value of O implies the
server does not support file copying, while a value of 1 implies
it does.

KE: :Export::Email

The "KE::Export::Email" class allows an email notification to be sent
to a list of email addresses when a scheduled export is complete. IFf
the list of export files 1is provided, the files are sent as an
attachment to the notification email, otherwise just the result of the
export is emailed.

Methods

Execute()
$email = KE::Export::Email->new();
$status = $email->Execute
(
recipients => "userl@abc.com, user2@def.com”,
Filelist =>  S$export->GetData("FileList_tab")
)
Emails the results of a scheduled export to a list of users. If
the export files are supplied, via the filelist named parameter,
the export files are attached to the email. Two named arguments
are available, one of which is mandatory:

recipients
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A comma separated list of email addresses defining users who
should receive the results of the scheduled export. At least
one recipient must be supplied.

filelist

A reference to a list containing the files to be attached to
the email message. If a filelist is not supplied, only the
results are emailed to each user.

"Execute()" returns O if the email succeeded, otherwise 1 is
returned. If an error occurs, it Is written to stdout.

IsSupported()

$email = KE::Export::Email->new();

$status = $email->IsSupported();
Indicates whether the server has the necessary dependencies
installed to provide email services. A return value of 0 implies
the server does not support emailing, while a value of 1 implies
it does.
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